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Introduction

Who's it for and what all can it do?

Are you a SharePoint Admin, Developer, or DevOps person who is looking for
a really awesome way to monitor and troubleshoot your SharePoint Farm?
Well take it from me, you need to look no further than SysKit Insights! With its
drill-down capabilities, SysKit Insights will give you just that, insight into your
farm. You will get this view from a “single pane of glass” which makes it even
better. That's right! Monitor and search through all the logs in all the servers
in the farm, SQL Included!

Follow along in this white paper, and take a look at the configuration and
utilization of SysKit Insights. SysKit Insights requires a SQL server, so make sure
you have a SQL server that you can use and make sure it is not the SharePoint
SQL server. After all, Microsoft does not recommend co-locating non-
SharePoint databases within a SharePoint SQL server, and neither does SysKit.
Plus, you want to have a valid look at your SQL database’s performance when
you are monitoring that beast. Insights will let you know what is happening in;
not only, the Unified Logging System of your SharePoint application and web
front-end servers; but also, in your SQL server's management logs. And of
course, you can search through all the Windows event logs of all the servers in

your farm.

One of the best parts of all of this is the price. A lot of whitepapers don't
mention price; but the price is important, after all money is what talks. You
should go out to the SysKit site and take a look at pricing; you really won't
believe how affordable this product is for what it can do. Seriously folks, it
compares to a lot of much more expensive products and goes toe to toe with
them as far as what all it can provide. If you've looked at other products, or
maybe have used some of the monitoring tools out there, you will be amazed

by Insights!
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Now, you do not have to be a SharePoint admin, devops, or developer person
in order to appreciate the insights. You could be a business owner too, the
product is super easy to use and install. And, as mentioned earlier, a SQL
server is needed. In order to save on Windows licensing costs, there really isn't
any reason you could not install the Insights product right on the same server
that is running the dedicated SQL server instance that will hold the SysKit
Databases.

To show you that the tool was able to pick it up, and trust me, it can see into

and provide insight for SharePoint 2019 too!
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SysKit Insights Features

Drillable Performance Reports

Clicking on Home show you in one pane of glass, the status of all your farms.

The Home screen has two sections: Event Viewer and Performance.

From the Performance section, you're presented with an insight into the farm
at a high level that shows you CPU, memory, and disk utilization, as well as a
disc chart of the server health. All of these high-level reports are drillable and
will take you into the performance section of insights. Another really nice
feature is that if you do not want to get right into the weeds and are just
looking for high-level info, which is practically real time, hovering over the

CPU Utilization or Memory Consumption and Insights will display more info.

{f‘i Performance

Server Health Overview Top Servers by Disk Space Usage
Total: 3 . )
Disk Disk Usage (%)
C:on 2013APPW2... R 31%
C:on2013sQL12.. 17%
C:on 2013CACHE |1 17%
D:on 20135QL12.. W 15%
@ Critical ® Waming @ Healthy
@ Initializing Offline D:on 2013APPW2.. 13%
Top Servers by CPU Utilization Top Servers by Memory Consumption
Server Processor Time (%) Saruar Memory Usage (%)
The value for 5/20/2018 L
HBETIAD, e [[EEERREEE R
2013APPW2K12 2013APPW2K12 e e e e e
2013CACHE 2013CACHE T
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If you click on the Server Health Overview disc chart, you'll be taken into the
performance section where just the tile or tiles for the servers that were
represented by that section are then displayed. For example, in our test farm, |
had a warning on the SQL Server, and after | clicked on the yellow section of
the Server Health Overview disc chart, | were immediately taken to the tile

representing the SQL server in question, shown in the figure below.

SysKit Insights

$'( » Performance »

Compact Tiles Grid
Q
A
= @ 2013APPW2K12
20135QL12W2K12 (o)
S0D8
CPU Memory
21% 4 98
Network Disk

77 xops 119«s/s

The SQL Server has a warning alert on something, and without going into the
server, | am able to instantly see the issue with insights in essentially three

clicks!
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After clicking on the server name, shown in the figure above,
2013SQL12W2K12, we're taken further into the weeds, we are drilling down, so
to speak, and to a page that shows the current conditions of the server. It is
on this page that | can see an option to drill even further, by Critical, Warning,
or Healthy.

SysKit Insights You have 29 days of trial left.

% » Performance » 2013APPW2K12 » 20135QL12W2K12

* B waming Healthy | Last Hour - av

When | change the selection to warning, because after all, the main screen
said there was a warning on this server, I'm quickly presented with the issue
that our server is facing. Hovering over the name of the counter gives you
even more info! The figure below shows what you see, and remember this was
essentially three clicks:

1. Click on disc chart
2. Click on Server name

3. Click on Warning, since | knew it was a warning we're after from the
disc chart

SysKit Insights You have 29 days of trial left.
% » Performance b 2013APPW2K12 » 20135QL12W2K12
* critical [{LZ00C0 Healthy | Last Hour - a -
Q
SQL
7 3 Processor Queue Length
= Processor Queue Length s the number of threads in the processor queue, Unlike the disk counters, this counter shows ready threads only, not threads that are ranming, There

single queue for processor time even on computers with multiple processors. Therefore, if a computer has multiple processors, you need to divide this value by the number of
processors servicing the workload. A sustained processor queue of greater than two threads generally indicates processor congestion.
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The text in the previous figure, that is probably too small to read here, and a

bit of an “eye-chart”, is easy to read in the actual app and it is as follows:

/ “Processor Queue Length is the number of threads in the processor queue. \
Unlike the disk counters, this counter shows read only, not threads that are
running. There is a single queue for processor time even on computers with
multiple processors. Therefore, if a computer has multiple processors, you need
to divide this value by the number of processors servicing the workload. A

sustained processor queue of greater than two threads generdlly indicate s

\ processor congestion. /

That's pretty awesome from my perspective! In just 3 clicks, | was able to see

the exact issue that the SQL server is having. And if | maximize the chart, | can
then hover over the maximized chart to determine a good point in time to

look through the logs.

As we can see in the figure below, on the next page, there was some serious

processor congestion at 11:39 am on May 20, 2018
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SysKit Insights

The value for 5/20/2018 11:39 AM is 9 |

Having all logs in one place

Now that we have a date and time, this is really where the power of this tool
shines a spotlight on your environment! Just click on the magnifying glass \
international icon for search icon to navigate to the event viewer pane. From
here, click on where it says last hour and choose custom. Now you can

manually enter the time frame, as shown below.
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You can easily switch between am
e v Y and pm
Rt | Last Hour ¥ | Search orinput correlatl
& 2013appw2k12 (60) e
tevel o Select time range:
® Critical (60) ' 5/20/2018 12
_TheE o mieths Start: 5/20/2018 11:38 AM End: 5/20/2( j8 11:40 AM lastee
Show more... < May 2018 > < D018 >
' You can click this date to change PW2KI2 U MO TU WE TH FR SA  SU MO TH R sA per
it —
2 1 2 3 4 5 3 4 5
\ 6 7 8 9 10 11 12 6 7 0 11 12
LASEEE
13 14 15 16 17 18 19 13 14 17 18 19
B 2073APPWKT2 a 21 2 23 24 2 m 2 24 25 2 rer
® 5020812 ., . ., 4
_..The Execute methq tSff-E
Sh ; —_—— —_—
AT T] 38 AM —_—— }H 40 AM - —
2013APPWZKI2 =g
You can click this text and type
your time frame od of job dennition Microsoft Office Server.UserPrafiles UserProfieimportob (ID 6914ad30-46a4-451f-t
1

And, when you clicked save, SysKit Insights returns the results from your ULS
logs, Windows Event Logs, and the SQL logs for that time frame. This is truly

amazing folks!

The main point that | am trying to make here is that all ULS, SQL and windows
event logs are in one place and you can search them and filter them. And that
if you search for specific error, it will come back with results from all servers

that have the same error

The Event Viewer capabilities

The Event Viewer has more drilling capability. You can look at all results for
the time frame you've selected, or you can look at results based on Level or
based on log type, or sometimes a combination of both. You can also save the

results to Excel or set an alert based on the level.

The option to set the alert or save to excel are located in the upper right

section of the event viewer screen. It is here where you can also change the
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number of events returned per page from the default of 10 to as high as 100 if
using the list style layout. Or, you can change to a grid style layout, and all

events will be displayed.

As you can see, in my example of what happened on May 20, 2018, at 11:39 we

see 4 unexpected conditions shown in the figure below.

SysKit Insights You have 29 days of trial left. [T Buy Now 8 - 0 x

$ » Event Viewer » 2013APPW2K12 A2
<
sever Custom v Level:"Unexpected” x g
8§ 2013appw2k12 (4)
Al ULS Eventlog SQL o e
Level 22
oAl 5/20/2018 11:40 AM Uniekpected: @
@ Unexpected (4) e 7
&@ N/A 8 - >
5/20/2018 11:40 AM Unexpected @
-4 B - >
5/20/2018 11:39 AM Unexpected @
& 1406699 b-4 173 B - »
5/20/2018 11:38 AM Unexpected ®
St 0.75:
Last Index Update: 5/20/2018 1221 PM

From here we can quickly look at the ULS log results and also look at the
event log, and it makes it super easy to determine what was happening in
SharePoint at the time that we saw the processor congestion on the SQL
server. You can see in figure 14 that at 11:39 the User Profile Import job was

running.
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SysKit Insights You have 29 days of trial left.

$ » EventViewer » 2013APPW2K12 a4?
<
— Custom v Level:"Critical” x o
B 2013appw2k12 (3)
e All L Eventlog SQL o m
R 5/20/2018 11:40 AM Critical ®
@ Critical (3) S emetied
@3 3 febf-: 1 B = »
5/20/2018 11:39 AM Critical @
& 14086 =] =] 4
5/20/2018 11:38 AM Critical ®
@ 9 7b-4 454816059 =] - >

Last Index Update: 5/20/2018 12:25 PM

The Event log results confirm this by letting us know that there was an issue with
some configuration on the application server that is affecting the import and
causing problems with SQL. It's possible that the server might be ok with more
CPU, but it is also possible that once the configuration is corrected in the app
server, that the SQL server would be fine. This is why Insights is such an invaluable
tool! It would be super easy to jump to the conclusion that more CPU was
needed, and it may very well be, but without insight into all the servers in the

farm, from one pane of glass, that jump might be made in vain.

A better approach, in this case, would be to troubleshoot the message returned
from the app server log at that same time and determine if resolving the critical
messages resolves the issue with SQL processor congestion, before spending

money on more CPU.

Finding error with a Correlation 1D

The ability to search through all logs at once is another really cool feature of
Insights. For example, let's say one of your users, or maybe yourself, encounter
the “Sorry, something went wrong” page and provide you with the correlation ID,

and time. Well, you already know how easy it is to look through
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the logs for a specific time; but did you know that SysKit Insights will allow you
to search on anything, including that correlation ID? Much easier than the old

merge-splogfile command.

In this example, we already know why we got the Sorry message because we
typed viewlists.aspx and no such page exists; but this is a quick way to get a
correlation ID and then be able to see how easy it is to track that into the ULS
logs with this awesome tool. And maybe, if you have other correlation ID’s
that you're facing, you should download and install this bad boy of a tool
now! In figure below, we see that a correlation has occurred, and that the
correlation ID is 510a699e-d1b7-807b-4ebf-302cb2199160.

D http://getinto.contoso.com/_layouts/15/viewlists.aspx P~ wwm

fiew Favorites Tools Help

Sorry, something went wrong

An unexpected error has occurred.

Troubleshoot issues with Microsoft SharePoint Foundation.
Correlation ID: 510a699¢-d1b7-807b-4ebf-302cb2199160

Date and Time: 5/20/2018 12:53:20 PM

GO BACK TO SITE

When you have insights, you will no longer have any anxiety about this page,

since it is so easy to find the issue, just paste the correlation ID into the search

SysKit Insights You have 29 days of trial left. [IEIE

% » Event Viewer b 2013APPW2K12

Server Last10Minutes v | 510a69%-d1b7-807b-debf-302cb2199160

B 2013appw2k12 (1)

S

Al ULS Eventlog SQL
Level pe==

n »

© Unexpected (1) 5/20/2018 12:53 PM

é

L o]

paste inthe
correlation ID
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on the event view page, click the search icon and you're immediately shown

the entry in the ULS log for the unexpected condition as shown in the figure.

Searching for correlation ID’s has never been easier! In this case, we
purposefully created the correlation ID to generate and can see it is due to the
page viewlists.aspx does not exist. Had we typed viewlsts.aspx then you know
the correlation ID, and sorry something went wrong page would not have

appeared, and the site contents would have displayed in the browser.

Sometimes correlation ID’s are present in the XML data of Event log entries in
the windows application event log. In that case, Insights would have returned

results on the Event Log, too.

The All filter, right to the left of the ULS filter, in the figure above, would show you
if there were any event log entries for the correlation ID that you may be facing in
your farm. The nice thing about this is that it allows you the administrator,
developer, or devops professional to react quicker and to monitor the farm from
the home page. As you work to eliminate issues and keep a daily proactive thumb
on your environment using SysKit Insights, this will leave you more time for other

tasks and projects.

Alerts
The menu item that looks like a bell is for the alerts. Alerts for every metric are
completely configurable. You can add ULS alerts, which you can set up any

keyword alert, and if that keyword pops up in the log you will receive an alert.
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The default settings for the most alerts should be good enough, but you may
want to modify them for some reason. SysKit Insights warns you when you

have not configured email settings, as shown in the figure below.

SysKit Insights 8 - 0O x
% » Alerts ?
Al Performance Counters  Events  SharePoint Status Q Search by Server or Source K Manage Alerts Disk - Pages/sec & Edit Alert

A Insights will raise alerts for this counter

Server Source Avg. Value Time v
5/20/2018 12:41 PM
5/20/2018 11:10 AM

[ 2013aPPW2K12 Pages/sec 59.96
l 2013sQL12W2K12 Processor Queue Length 5.08

I ritical - alert when value is above 50

\T] Warning - alert when value is above 20

l Detailed info about the particular alert
Time period in which alert was calculated.

500
' Can't react quickly if not getting eQ 0 Jh

12:00 PM 12:30 PM 01:00 PM

A\ Email settings are not configured. | #* Configure

T ———

The ability to keep a watchful eye over your main SharePoint sites is
paramount for most companies. SysKit Insights makes this super easy! Syskit

Insights also monitors central administration’s various metrics.

From the Alerts menu, just click on Manage alerts. Click on SharePoint Status
and enter the URL to your site after you click the “Check the status of the

following SharePoint site”, and then click Save.

The ability to keep a watchful eye over your main SharePoint sites is paramount
for most companies. SysKit Insights makes this super easy! SysKit Insights also

monitors central administration’s various metrics.
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From the Alerts menu, just click on Manage alerts. Click on SharePoint Status
and enter the URL to your site after you click the ‘Check the status of the

following SharePoint site”, and then click Save.

The figure below shows this page before it is configured:

Manage Alerts

Performance Counters Events SharePoint Status

Farms Check SharePoint Timer Service status
2013APPW2K12 Check Central Administration status

(O Check the status of the following SharePoint site @)

Enter site URL

A\ Email settings are not configured. ,/' Configure

Conclusion

This is probably the best tool for monitoring a SharePoint farm. We don't need
complicated SCOM or server monitoring systems, but we do need something
that is easy to install and easy to set up for the SharePoint farms. SysKit
Insights nailed it on the head, you install it on the server that doesn't need to
be in the SharePoint farm, you point it to the single SharePoint farm server

and then it will auto-discover the complete farm.

When you install SysKit Insights, it starts collecting SharePoint-specific data
out-of-the-box, and you can pinpoint issues right away. One other feature |
like a lot is consolidation of all the ULS and Event logs in one location, so this
basically means that you can monitor your entire SharePoint estate in one

central location and be alerted.
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SysKit Insights is an innovative tool for monitoring SharePoint performance and
troubleshooting your servers via ULS , SQL, and Windows Event logs. Monitor
performance across all servers and farms from a single centralized location.

No more logging info each server individually
fo find the right log

Find out about errors ASAP and eliminate
them before they affect end users

Make sure that you are compliant with Microsoft’s requirements
Minimize SharePoint downtime by receiving warning alerts

Have an overview of all your farms in a centralized location

> @

@

Easily identify any
problem and find
the right ULS log in
seconds

o
D
PR :
O
START FREE
TRIAL NOW

Always know the state
of your servers by
moniforing the most
relevant counters.

LA

Prevent damage
fO your system by
receiving real-fime
email alerts


https://www.syskit.com/products/insights/download/



