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Even though Microsoft Teams have reached a high level of popularity, Microsoft is still going above 
and beyond to make it even more accessible and understandable to end-users. Companies want 
to drive adoption to increase productivity and collaboration, but at the same time, nobody wants 
to lose control of what is created and used in the company’s M365 environment.  
 
So, what are your options when it comes to Microsoft Teams self-service and workspace creation? 
First, let’s be clear on what self-service provisioning means. It means that end-users can create 
their workspaces like Microsoft Teams, Microsoft 365 Groups, SharePoint Online sites, Planner, etc., 
without requiring assistance from IT. In a way, you are democratizing Microsoft 365, making it easily 
accessible to all users and speeding up adoption. But without any guidance and governance, this 
can lead to a massive number of workspaces with duplication of information and one big group 
sprawl syndrome, leading to decreased productivity. 
 
In this eBook, we will discuss what you need to know about self-service provisioning to make an 
informed decision on what is best for your organization. Some options are available out-of-the-
box, while others might mean you need a custom solution in place. We are going to ask questions 
which will help you figure out what you should pick. 

Intro
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Out of the box, Microsoft gives you a couple of options on how to handle the creation of new 
workspaces: 

• Open self-service creation for all company employees is the best option to rapidly boost 
adoption without any rules or restrictions. End-users create what they want when they want it 
and are not burdened by any governance rules. This is also the fastest road to the uncontrolled 
growth of your Microsoft Teams. 

• Creation availability for a particular security group – with this, you can select specific people 
who will create new workspaces. To utilize this possibility, you need to turn off self-service and 
acquire Azure AD Premium licenses for all the people in this security group. More information 
on how to configure this option can be found on Microsoft Docs. 

• Creation disabled for the entire company is the least effective option since workspace creation 
relies solely on IT. None of your end-users will be able to create Planner, Teams, M365 Groups, 
Yammer, etc., on their own. To start a new project or task, they need to wait for IT to complete 
the process. One significant risk of this option is shadow IT, where end-users become creative 
and find more accessible solutions for their needs that often do not comply with its security 
policies. In addition, this option also requires Azure AD Premium licenses. 

So now that you know the three main options, it may seem that your decision is simple, but there 
are other essential factors you need to consider, more on that below. 

Microsoft 365 Workspace Creation Options 

DISABLED 
FOR END 

USERS
Only admins can create 

the workspaces.

LIMITED TO POWER USERS  
Members of a particular security 

group can create the workspaces.  

EVERYONE
All users have the right to create their workspaces.
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During workspace creation, for instance, a Microsoft Team, the end-user gets to decide about 
some essential things like: 
 
• Team name – this will also translate to the site’s name and mailbox. It’s a good idea to block 

some words such as CEO, HR, or Payroll. You can also add prefixes or suffixes to the name with 
attributes from AAD like „Department.” This feature is called naming policy, and it does require 
Azure AD Premium P1 licenses. 

• Public/Private – the user gets to decide on the group privacy and who can join the team/
group. 

• Sensitivity label – if you use them, you can enforce some settings like guest access with them. 
 
Out of the box, you also have other premium features like the expiration policy requiring Azure 
AD Premium licenses. 
 
If this is all the governance you need and you have Azure AD Premium licenses, then our 
suggestion would be to stick with the out-of-the-box provisioning options. Pick which creation 
option suits your organization best and define the mentioned policies. 

Throwing Governance into the Equation 
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If out-of-the-box features meet your requirements, think no further. However, if you have other 
requirements, you need to consider building a custom solution or investing in a 3rd party tool. 
Whichever option you choose, think about your users. Make things easy for them and keep them 
inside Microsoft 365, even when using a custom solution. Let’s go over a couple of use cases 
where the out-of-the-box solution might fall short: 
 
Use case 1: Can I limit the creation of Yammer communities? 
It might be completely ok that your end-users create their Teams/Groups, but you might want 
more control over Yammer communities and the content exposed to the entire company. In that 
case, you might want to build some approval flow for Yammer communities but leave all other 
workspace types on self-provisioning. This is not possible with out-of-the-box capabilities. You 
can either provide everything or limit everything - there is no middle ground. 
 
Use case 2: Can I limit the creation of public Teams/Groups? 
Having public Teams/Groups can be a risk if users don’t understand the concepts of privacy. 
Choosing a public option means that anyone in the company can access the content of that 
team/group. You might be ok with end-users creating private teams/groups without approval 
but prefer to have an approval flow to create public ones. Unfortunately, out-of-the-box self-
service provisioning does not allow different privacy settings during creation, as it is up to the 
creator to make those choices.  
 
Use case 3: Can I control which sites are used for external collaboration 
It is a good idea to have dedicated sites for collaboration with external partners to limit the risk 
of oversharing. You would want to have a prebuilt template to provision such a site with all the 
necessary settings or even custom designs, prebuilt pages, libraries, etc. Optionally, you’d like 
to put an approval process for such sites. Once again, this is not something you can control with 
out-of-the-box features. 
 
Use case 4: People from the Legal department can only request private sites with the appropriate 
sensitivity label 
All documents and sites produced by the legal department are confidential, so you need to 
ensure their security. To prevent accidental sharing of these sites, they should be private and have 
the proper classification. Unfortunately, you cannot use Azure Active Directory attributes like 
Department to enforce different settings and site templates. 
 

When a Custom Provisioning Solution Is 
a Good Idea 
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To keep this short, here are some of the advanced requirements which might push your decision 
towards using a custom solution: 

• Predefined sites administrators. You need this customization if you want to add some IT admins 
or service accounts as site admins. 

• Prebuilt templates for different departments. You need this solution to apply different 
templates for different departments that allow you to customize sites, teams, and groups. For 
Teams, you can check out the existing templates. But a lot more is possible with the PnP 
provisioning engine. 

• Automated governance policies enforcement. The most common policies organizations 
implement are access reviews, guest user recertification, ownership recertification, or custom 
expiration criteria. Organizations usually also define the minimum number of owners for each 
workspace. Having all these processes automated reduces the risk of human errors and 
increases overall security and productivity. 

 
From our experience, the ideal solution for workspace creation is leaving the creation open for 
end-users but implementing a provisioning and approval workflow to stay in control. With the 
proper provisioning and approval process, you can: 

• Prevent sprawl and uncontrollable growth 
• Save the time of your IT team and prevent excessive manual work 
• Drive controlled adoption 
 
If you decide to go with a provisioning solution, you need to consider building your own custom 
solution or investing in a 3rd party solution. In the next section, we will show you how to build 
your own provisioning solution using Power Automate. Then you will be able to judge if a custom 
solution like that could meet your needs or if you would need a 3rd party solution. 
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In this section, we will show you how to create a provisioning workflow using Power Automate’s 
native capabilities without an additional cost on top of your M365 subscription.

These are the things you will require: 

1. SharePoint List that we will use as a data storage for detailed request history. 
2. End user interface as a place where they will make new requests and keep track of their progress. 
3. Power Automate mechanism to automate the entire approval and creation flow. 
 
So, let’s look how to configure each of the beforementioned parts. 

Creating Teams Provisioning and Approval 
Workflow Using Power Automate 
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SHAREPOINT LIST  

We will use this list as a database for saving a history of all requests and their approval statuses. 
This gives a good overview for all admins of what is going on in the M365 environment. Choose a 
suitable location for this list that is accessible to all responsible for Microsoft Teams administration 
- you can even add it to a specific team to be available directly from the Microsoft Teams tab. 

Add the following columns to this list:

Column Name Comment

Name

Description 

Status 

Owners 

Approver 

Comments 

Created By 

Privacy Type 

Created 

Members 

Name

A single line of text 

Choice - 
"New, Approved, Rejected"

A person or a Group with 
"Allow multiple selections" enabled 

A person or a Group with 
"Allow multiple selections" enabled  

A single line of text 

A person or a Group

Choice - "Public, Private" 

Date 

A person or a Group with 
"Allow multiple selections" enabled 

Translates to the site name and 
email of the group. 

Describes the purpose of the Team. 

Gives the info at what stage of the 
provisioning process this request is. 

Describes who should be added 
to a team as an owner. 

Gives the info on who 
approved this request. 

Saves any comments from the 
approver for future reference. 

Saves the info about who was 
a requestor of this workspace. 

Indicates if this is a private or public 
team accessible to everyone. 

Gives the info on when this 
request was submitted. 

Describes who should be 
added to a team as a member. 

Type
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END-USER REQUEST INTERFACE 

Make sure to set up the correct permissions for your end-users to be able to request new teams 
via the SharePoint list. Your end-users will at least require membership in the SharePoint Visitors 
group with Contribute permissions on this specific SharePoint list to add/modify current requests. 
 
Also, make sure to configure the Item-level permissions so that all requestors can only see their 
requests and not all the requests. 

To do so, navigate to the SharePoint list that you created for storing request info, navigate to the 
Settings – List Settings – Permissions for this list. Set item-level permissions like in the image 
below:

Pro Tip: If you want to create a more accessible interface for your end-users to request a 
team, you can use either Microsoft Forms or PowerApps, which may require a bit more 
effort from your side, depending on your current PowerApps knowledge. We will not be 
going into this part in this article. 
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POWER AUTOMATE FLOW 

Power Automate will help us automate all these activities, from requesting approval from the 
selected list of people to creating a team in case of a positive answer. It replaces the need for 
multiple emails and conversations between requestor and approver and speeds up the entire 
process. 
 

1. Open Power Automate and start the new Flow creation by clicking on Create – Automated 
cloud flow. 

Give your flow a name, find a trigger named „When an item is created,” and click Create. 
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2. Configure the site address and list name to the SharePoint list we created at the beginning. 

3. To avoid issues when saving multiple entries for Owners and Members (we allowed multiple 
people and groups) values, initialize a string variable that will be much easier to work with 
along the way, especially when updating the item along the way. Repeat this process for the 
Owners and Approvers as well.
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4. Start the approval process by adding a new action using the connector: „Start and wait for 
an approval.” You can add all request details in this approval email, making it easier for your 
approvers to decide without going to a SharePoint list to see the details. 
 
You can enter multiple approvers, separated by a semicolon. Also, you can choose from different 
approval types. In this case, the best option is „First to respond,” so you do not have to wait 
for a response from all the potential approvers. You just need the first one for the request to be 
approved. 
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5. If we get the approval, we continue with the Team’s creation. Insert the new step using the 
„Create a team (Preview)” connector. Use the dynamic options to set the Title, Description, 
and Visibility fields. The visibility field tells the connector if it should create a private or a public 
team. 

6. Insert the new action „Get a team (preview)” and use the New team ID property from the 
previous step.
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7. Use the connector „Add a member to a team (Preview)” to add members that your requester 
provided. Repeat the same process for the owners, but make sure to set the value „Should the 
newly added user be an owner of the team” to Yes in that case. 
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8. In the end, make sure to also update the item with the approval status and comments from 
the approver using the „Update item” connector. 

9. If your request has been rejected, make sure to send a notification to the requester and 
update the item with the approval status set to reject.
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This is how the entire flow looks like: 

18   | SysKit - Microsoft Teams Provisioning Guide for IT Managers and Admins



Advanced Teams Provisioning Methods 

REQUEST A TEAM APP 

ADVANCED POWER AUTOMATE 

PNP ENGINE 

If you require a more sophisticated provisioning process, make sure to check the Request-a-team 
app from Microsoft, which might be a good starting point for you. The app enables end users to 
manage their requests straight from Microsoft Teams. It collects additional information such as 
business justification, access scope, and ownership when making a request. It also supports the 
use of templates to customize your Teams so you can define which channels, apps, and tabs meet 
your needs better. This is a great solution if it meets your requirements, but you will need to invest 
much more effort if you wish to customize it furthermore. 

There are also many advanced guides already available on the internet, like this guide from Paul 
Murphy. Nevertheless, note that some advanced Power Automate flows will require you to start 
using Power Automate premium connectors, which will increase your M365 expenses and bring 
more maintenance efforts in the long run. 

If you are not afraid to get your hands dirty and do some scripting/coding, check out the PnP 
engine. It will require a highly skilled technical person, time, and money to develop a custom 
solution. With the PnP provisioning engine, you have a lot more granular control over the created 
sites and can customize the look and feel of the sites, but also much more like predefine lists, 
folders, pages, security and various settings like regional settings, audit settings, etc. 
 
As you can see, the possibilities with custom solutions are endless. Basically, you can do anything. 
But with each additional thing you want to customize, you will need more knowledge, time, and 
money to develop it. Also, you might keep in mind that, like all solutions, it must be maintained 
over time.  
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If building and maintaining your own solution seems like too big of an effort, look at the Office 
365 provisioning options inside our tool, SysKit Point.  
 
SysKit Point provides: 
• A customizable solution without the need for premium connectors 
• An easy-to-use admin interface and teams app for end-users to request new teams 
• No in-house development and maintenance 
 
SysKit Point helps you control Microsoft Teams creation and ensures that your M365 workspaces 
are properly governed, enforcing company security policies right from the beginning of their 
lifecycle.  
 
You can easily pre-create multiple workspace templates with different governance rules for 
each workspace type, such as regular access reviews, ownership, and external collaboration, as 
well as a standardized set of apps, channels, and naming conventions.  
 
The SysKit Point Teams application is an easy plug-and-play solution that empowers your end 
users to request new workspaces without leaving the familiar Microsoft Teams interface. 

Microsoft Teams Provisioning with 
SysKit Point 
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Reduce IT’s workload without losing control and decentralize the workspace creation efforts 
with the customizable approval processes. Each workspace request can quickly be approved 

by several types of roles, depending on the business requirements and security impact. 
 

If you would like to see SysKit Point in action or try it yourself, make sure to schedule a demo, 
and we will be happy to talk to you! 

Contact

+44 (0) 20 3322-2034 
+1 (631) 406-4900 
+1 (855) 855-5071 

Address
Krste Pavletića 1, 
10000 Zagreb,  
Croatia, Europe

Email

sales@syskit.com 
www.syskit.com

SCHEDULE A DEMO

https://www.syskit.com/products/point/request-a-demo/?utm_source=point&utm_medium=brochure&utm_campaign=ebook-provisioning
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