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Cybercriminals and hackers are becoming more and more sophisticated in their attacks. Passwords 
are the most common method to sign in to your computer or online services like Microsoft 365. 
But, they are also the most vulnerable. There are many ways a password can become compromised. 
For example, users might create an easy-to-guess password, reuse the password on less secure 
services that might get compromised, or get targeted by phishing attacks. 

You, as administrators, can educate your users on how to behave more responsibly with their 
passwords and recognize phishing attacks. But, you can only mitigate the risk of compromised 
passwords; you cannot eliminate them. The best way to secure your organization is to create an 
additional level of login security. This level is called multi-factor authentication (MFA). Sometimes 
you will also see people calling it two-step verification. 

When you enable MFA, your users will first have to enter a password and then provide an additional 
verification method that is not easily duplicated. Microsoft 365 supports using text messages, phone 
calls, or the Microsoft Authenticator smartphone app as additional verification methods for MFA. 
This way, even if the user’s password gets compromised, the attacker cannot get into your system 
without that additional verification.  

Intro
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As you can see, the threat of a compromised password is real. In the worst-case scenario, an 
admin account with company-wide access could be compromised, leading to significant financial 
losses and a negative reputation for the organization. 

MFA is one of the easiest and most effective ways to increase the security of your organization. 
Attackers would need to steal your password, obtain your phone and know how to unlock it to 
access the verification code, which is highly unlikely.  

Microsoft puts MFA as the first step in securing your data for a reason. If you want to learn more, 
check out the full article „Top 10 ways to secure your data.” Here is a nice quote by Alex Weinert, 
the Director of Identity Security at Microsoft, from his blog post, „Your Pa$$word doesn’t matter.” 

„Your password doesn’t matter, but MFA does! Based on our studies, your account is more than 
99.9% less likely to be compromised if you use MFA.” 

Some may fear that MFA could be hard to configure and require a lot of training to use. However, 
Microsoft has streamlined the whole experience, and users can add verification steps for the 
Microsoft 365 account quite easily. Frankly, there is no excuse not to use MFA in 2021. 

Why Do I Need to Use MFA? 
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There are multiple ways you can enable MFA in Microsoft 365. If you are using a tenant created 
after October 21, 2019, it is enabled by default. Even if you already have it enabled by default, you 
might switch to another option that suits you better. 

Your options to enable MFA are by using: 

• Security defaults 
• Conditional Access policies (Regular policies or integration with Azure AD Identity Protection) 
• Legacy per-user MFA

Here are the key things you need to think about when making the correct choice for your 
organization: 

• Do you want to enable it for all user accounts, per individual account, or based on group 
membership? 

• Which kind of additional verification method do you need? A mobile app, text message, or 
phone call? 

• Should MFA always be required or only when accessing certain apps or some other criteria? 
For instance, when a user attempts to sign in from outside the company network? 

• Do you need advanced risk detection like atypical travel, anonymous IP address, malware-
linked IP address, etc.? 

• Which Microsoft 365 license plan do you have? Some methods require Azure AD Premium P1 
or Azure AD Premium P2 licenses. 

How to Enable MFA in Microsoft 365? 
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Based on your answers to the previous questions, we can make this table to help us decide on 
which option is best for you: 

Here are Microsoft’s recommendations based on your license plan: 

A couple of things to note here are that using the legacy per-user MFA is not recommended 
in any case. Microsoft is trying to push away from this method, and it would be best to avoid it 
altogether. The other thing is that regardless of the organization size, you can stick to security 
defaults if that covers your use case sufficiently or you want to avoid getting additional licenses. 
We will go over each option of setting it up to make an informed choice for yourself. 
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Security defaults are Microsoft’s feature that ensures all new tenants have a decent security 
baseline from the first day of using Microsoft 365. 

It does the job well, and it does not require any additional licenses, meaning you have no extra 
cost. 

It does two things: 

• Require MFA for all users with the Microsoft Authenticator app 
• Blocks legacy authentication 

When security defaults are enabled, and a new user tries to sign in for the first time, they will be 
prompted to register for MFA with the Microsoft Authenticator app on their smartphone. They 
have a 14-day grace period to skip this, but after that period, they will not be able to sign in to their 
account without finishing the MFA registration. This grace period starts after the first successful 
interactive sign-in, so you don’t have to worry if you pre-created your employees’ accounts a 
couple of days in advance before their first day at work. 

Blocking legacy authentication is needed because old Office clients (Office 2010) and other 
custom apps that might use legacy authentication have no support for MFA. Without blocking 
legacy authentication, an attacker could use these older protocols to bypass MFA even when it is 
enabled. It would pose a great risk and undermine the whole effort of having MFA enabled. 

Important things to know about security defaults: 

• It is enabled for all users in your tenant 
• Microsoft Authenticator is the only available option for additional verification 
• Privileged Azure AD administrator roles will be required to perform additional authentication 

every time they sign in 

Option 1: Security Defaults 
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• Performing privileged actions in Azure portal, Azure PowerShell, and Azure CLI will also 
require additional authentication 

Configuration of security defaults is done through the Azure portal. Here are the steps to enable 
it: 

1.   Sign in to the Azure portal as a security administrator, Conditional Access administrator, or  
 global administrator. 

2.   Browse to Azure Active Directory > Properties. 

3.   Select Manage security defaults. 

4.  Set the Enable security defaults toggle to Yes. 

5.   Select Save. 

Figure 1: Security defaults in Azure portal
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Conditional Access policies are more powerful than security defaults. It should be your choice if: 

• You are already using Conditional Access for other scenarios. In this case, security defaults 
cannot work side by side with Conditional Access. 

• You need more complex security where you use various signals to determine when additional 
MFA verification is required. 

It has a more granular selection of users, can be applied to specific apps, devices, and is risk-
based, etc. A typical scenario includes allowing regular sign-in events when a user is on the 
corporate network or a registered device, but prompting additional verification factors when a 
user is remote or on a personal device. 

• You already have Azure AD Premium P1 or Azure AD Premium P2 licenses. In this case, you 
are eligible to use Conditional Access policies and benefit from their advantages over security 
defaults without any additional cost. 

Every policy we mentioned you get with security defaults is also possible with Conditional Access 
policies. For each use case, you create a specific policy, most of them are standard across the 
industry, and you already have good guidance on creating them. Conditional Access policies 
are managed in the Azure portal. You need to navigate to Azure Active Directory > Security > 
Conditional Access to find the New policy action. 

Here are some standard Conditional Access policies which can be used as a good starting point 
for implementation. 

Option 2: Conditional Access Policies 

Figure 2: MFA with Conditional Access policies 
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CONDITIONAL ACCESS SETUP: REQUIRE MFA 
FOR ADMINISTRATORS  

An administrator account is the one that poses the highest risk to your organization if they get 
compromised. Microsoft recommends that you enable MFA on the following admin roles at the 
minimum:  

• Authentication Administrator, 

• Billing Administrator,  

• Conditional Access Administrator, 

• Exchange Administrator, 

• Global Administrator,  

• Helpdesk Administrator,  

• Password Administrator,  

• Privileged Role Administrator,  

• Security Administrator,  

• SharePoint Administrator, and 

• User Administrator. 

It’s an excellent practice to have one „emergency access” or „break-glass” account without MFA 
to avoid admins being locked out of the tenant or  MFA service being unavailable due to outages. 

You can find Microsoft’s best practices on how to handle emergency access accounts in this 
article. To create emergency access accounts, you must specify them during the new policy 
creation in the Exclusion part. You might also create exceptions for your service accounts; they 
are usually used in non-interactive processes which do not support MFA.
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If you decide you want to use Conditional Access policies, you will first have to disable security 
defaults. Follow these steps to create a conditional access policy to require MFA for administrators:

1.   Sign in to the Azure portal as a global administrator, security administrator, or Conditional  
 Access administrator. 

2.   Browse to Azure Active Directory > Security > Conditional Access. 

3.   Select New policy. 

4.  Give your policy a name. We recommend that organizations create a meaningful standard  
 for the names of their policies.  

5.  Under Assignments, select Users and groups

   a) Under Include, select Directory roles and choose built-in roles like: 

• Password Administrator,  

• Privileged Role Administrator,  

• Security Administrator,  

• SharePoint Administrator, and 

• User Administrator. 

• Authentication Administrator, 

• Billing Administrator,  

• Conditional Access Administrator, 

• Exchange Administrator, 

• Global Administrator,  

• Helpdesk Administrator,  
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   b) Under Exclude, select Users and groups and choose your organization’s

                       emergency access or break-glass accounts. 

   c) Select Done. 
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6.  Under Cloud apps or actions > Include, select All cloud apps, and select Done. 
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7.  Under Access controls > Grant, select Grant access, Require multi-factor authentication,      

       and select Select. 

8.  Confirm your settings and set Enable policy to On. 

9.  Select Create to create to enable your policy. 
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CONDITIONAL ACCESS SETUP: REQUIRE MFA 
FOR AZURE MANAGEMENT

Tools like Azure portal, Azure PowerShell, and Azure CLI deal with highly privileged access to 
resources. Providing additional authentication steps for accessing them is a good idea. 

Remember, the same best practices that apply to the MFA for Administrators regarding emergency 
access accounts and service account are also valid here. Make sure not to lose access to your 
tenant. 

Follow these steps to create a conditional access policy for Azure management: 

1.   Sign in to the Azure portal as a global administrator, security administrator, or Conditional   
       Access administrator. 

2.   Browse to Azure Active Directory > Security > Conditional Access. 

3.   Select New policy. 

4.  Give your policy a name. We recommend that organizations create a meaningful standard  
 for the names of their policies.  

5.  Under Assignments, select Users and groups:
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   1) Under Include, select All users. 

   2) Under Exclude, select Users and groups and choose your organization’s emergency     

       access or break-glass accounts.  

   3) Select Done. 
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6.  Under Cloud apps or actions > Include, select Select apps, choose Microsoft Azure          

       Management, and select Select then Done.

7.  Under Conditions > Client apps > Leave all default selections to apply this policy to all 

       client apps and select Done.
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8.  Under Access controls, > Grant, select Grant access, Require multi-factor authentication, 

       and select Select. 

9.  Confirm your settings and set Enable policy to On. 

10.  Select Create to enable your policy. 

19   | SysKit - Microsoft 365 Adoption Implementation and Tracking Guide



CONDITIONAL ACCESS SETUP: REQUIRE 
MFA FOR ALL USERS  

This one is important as it will significantly increase the security inside your organization. 

You need to find the right balance between security and productivity. Think about which 
applications should be included or excluded, not just Microsoft 365 apps but also your custom 
cloud apps. 

Are all of them sensitive? Also, think about the locations from which users are going to sign 
in. If you have secure offices, configuring them as trusted locations is a valid option. Similarly, 
you want different rules if people are using company-issued and domain-joined devices versus 
personal devices. When configuring this policy, once again, remember to exclude emergency 
access accounts and service account. 

Follow these steps to create a conditional access policy to require MFA for all users:: 

1.   Sign in to the Azure portal as a global administrator, security administrator, or Conditional  
 Access administrator. 

2.   Browse to Azure Active Directory > Security > Conditional Access. 

3.   Select New policy. 

4.  Give your policy a name. We recommend that organizations create a meaningful standard  
 for the names of their policies.  
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5.  Under Assignments, select Users and groups:

   a) Under Include, select All users 

   b) Under Exclude, select Users and groups and choose your organization’s emergency 

access or break-glass accounts. 

   c) Select Done. 
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6.  Under Cloud apps or actions > Include, select All cloud apps.

   a) Under Exclude, select any applications that do not require multi-factor 

       authentication. 

7.  Under Conditions > Client apps > Leave all default selections to apply this policy to all 

       client apps and select Done.
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8.  Under Access controls, > Grant, select Grant access, Require multi-factor authentication, 

       and select Select. 

9.  Confirm your settings and set Enable policy to On. 

10.  Select Create to enable your policy. 
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CONDITIONAL ACCESS SETUP: BLOCK 
LEGACY AUTHENTICATION

Remember, without blocking legacy authentication, an attacker could use these older protocols 
to bypass MFA. You don’t want to leave a backdoor for your attackers. 

Follow these steps to create a conditional access policy that will block legacy authentication: 

1.   Sign in to the Azure portal as a global administrator, security administrator, or Conditional  
 Access administrator. 

2.   Browse to Azure Active Directory > Security > Conditional Access. 

3.   Select New policy. 

4.  Give your policy a name. We recommend that organizations create a meaningful standard  

 for the names of their policies.  

5.  Under Assignments, select Users and groups

   a) Under Include, select All users. 
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6.  Under Cloud apps or actions, select All cloud apps.

   a) Select Done. 
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7.  Under Conditions > Client apps, set Configure to Yes. 

   a) Check only the boxes Exchange ActiveSync clients and Other clients. 

   b) Select Done. 
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8.  Under Access controls > Grant, select Block access.  

   a) Select Select. 

   b) Select Done. 

9.  Confirm your settings and set Enable policy to Report-only.  

10.  Select Create to enable your policy. 

Initially, we put this policy into Report-only mode so administrators can determine their impact 
on existing users. When administrators are comfortable that the policy applies as they intend, 
they can switch to On or stage the deployment by adding specific groups and excluding others. 
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CONDITIONAL ACCESS POLICIES WITH AZURE 
AD IDENTITY PROTECTION 

If you have an Azure AD Premium P2 license, you are eligible to use even more advanced versions 
of Conditional Access policies. One of the input signals used to validate if MFA is needed comes 
from the real-time risk assessment provided by Azure AD Identity Protection.

Here are just a few examples so you can get an idea of how a sign-in can get classified as high 
risk:

• Impossible travel - This detection is discovered by Microsoft Cloud App Security (MCAS). 

This detection identifies two user activities (in a single or multiple sessions) originating from 

geographically distant locations within a period shorter than it would have taken the user 

to travel from the first location to the second, indicating that a different user uses the same 

credentials. 

• Malicious IP address - This detection indicates sign-in from a malicious IP address. An IP 

address is considered malicious based on high failure rates because of invalid credentials 

from the IP address or other IP reputation sources. 

• Anonymous IP address - This risk detection type indicates sign-ins from an anonymous IP 

address (Tor browser or anonymous VPN). These IP addresses are typically used by actors 

who want to hide their login telemetry (IP address, location, device, etc.) for potentially 

malicious intent. 

• Password spray - A password spray attack is where multiple usernames are attacked using 

common passwords in a unified brute force manner to gain unauthorized access. This risk 

detection is triggered when a password spray attack has been performed. 
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The procedure to enable sign-in risk-based Conditional Access is very similar to the one for any 
conditional access policy: 

1.   Sign in to the Azure portal as a global administrator, security administrator, or Conditional  
 Access administrator. 

2.   Browse to Azure Active Directory > Security > Conditional Access. 

3.   Select New policy. 

4.  Give your policy a name. We recommend that organizations create a meaningful standard  
 for the names of their policies.  

5.  Under Assignments, select Users and groups

   a) Under Include, select All users. 
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   b) Under Exclude, select Users and groups and choose your organization’s

                       emergency access or break-glass accounts. 

   c)    Select Done.

6.  Under Cloud apps or actions > Include, select All cloud apps. 
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7.  Under Conditions > Sign-in risk, set Configure to Yes. Under Select the sign-in risk level, 

       this policy will apply to 

   a)    Select High and Medium.  

   b)    Select Done.

8.  Under Access controls > Grant, select Grant access, Require multi-factor authentication 

       and select Select. 

9.  Confirm your settings and set Enable policy to On.  

10.  Select Create to enable your policy. 

As you can see, if you have Azure AD Premium P2, you get access to some powerful tools at 
your disposal. 

If you can not secure all users in your tenant, think about which user accounts pose the greatest 
risk in your company and ensure you have the best security for them. 
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This option is not recommended. It is managed in the Microsoft 365 admin center under Users 
> Active Users.  

There, you can select each user and set their MFA status. 

Option 2: Legacy Per-User MFA 
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A few things to keep in mind: 

• If you have an older tenant and want to switch to Security defaults, you must first disable 
per-user MFA.  

• What can be somewhat confusing is that for a Microsoft 365 Admin, this legacy option is 
more visible than Option 1 and 2, buried inside Azure Portal settings.  

• If you have Security defaults enabled and got to this settings page, it will show you that MFA 
status for each user is disabled. It can also lead to confusion as it shows no information that 
Security defaults are enabled, so you might end up scratching your head on why users are 
being asked to perform additional verification. 
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Depending on which options admin enabled, you can choose between a phone call, text 
message, or Authenticator app. You can watch the video guide on how this looks from the end-
user perspective.

Here is an example of the first sign in when a Conditional Access policy is set up to require MFA 
for all users: 

1.  User Alex Wilber tries to sign in on office.com for the first time; he is redirected to the 

       standard login screen. Here he will enter his username and click Next.

2.  On the next screen, the user needs to enter his password and click on Sign in. 

3.  MFA automatically kicks in. The user will receive a prompt „More information required,” 

       where he needs to click Next. 

End-User Configuration Steps 

If MFA is enabled, your users will be asked to configure an additional verification method on first 
sign-in. 
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4.  The user is redirected to a new screen, „Addition security verification,” where he 

    needs to choose the desired second verification method. For this example, the user 

    will choose the „Mobile app” with the „Receive notifications for verification” option.  

5 .  On the next screen, the user is asked to Configure the mobile app. Install the mobile app on 

            your smartphone and add the account inside the Authenticator app by scanning the QR code. 
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  Once you are finished, click Next.

6.  The user is returned to the screen „Additional security verification,” where 

       he needs to click Next. Then he will be asked to confirm the configuration: 

The user needs to go to his phone and confirm access inside the Authenticator. Then, he will 

be able to click Next.
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7.  On the final configuration, enter your phone number as a backup method if you lose access 

       to the Authenticator app.

8.  Once you click Done, you have completed your MFA setup and are redirected to the login 

       screen to complete your login. 

This configuration part is only necessary on the first login attempt or if you change your phone. 

When Alex tries to log in again periodically, he will be asked to approve it inside the Authenticator 

mobile app. How often this happens can be controlled by the administrators. 

77766600
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MFA is one of the easiest and most important things you have to do to increase your tenant’s 
security. Before you enable it, plan how you want to use it and which options work best for you, 
considering your requirements and the licenses you own. Remember to leave one emergency 

access admin account in case you ever need it. 

Another way to increase the security of your tenant is by using SysKit Point. It gives you a 
complete overview of who has access to what, so nothing can go under your radar. It is also 
suggested to use periodical access reviews to cleanup access from members when it is no 

longer needed, especially when dealing with guest users. 
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