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1. Introduction 

When organizations started to show some interest in cloud services several years ago, 

the main concern was where their critical data is stored and how providers will treat 

and secure it. Then, the tremendous value and benefits of cloud services were being 

recognized. More and more small and enterprise businesses showed an interest in 

moving to the cloud. Nowadays, many companies worldwide are using or at least 

testing some SaaS, IaaS, or PaaS. 

Recently, more and more social and economic activities have been moved to online 

services. The importance of business and personal data is increasingly recognized. 

There are also government regulations worldwide that force you to take unique 

treatments with your data, such as GDPR, SOX, HIPAA, CCPA, LGPD, and BDSG.  

Office 365 is not exempt from all these regulations. As the most widely consumed 

modern workplace solution globally, the service is the target of many malicious 

hacking attempts. And there are thousands of organizations, from small to big, with 

terabytes of sensitive and critical data stored in the service. Some examples are 

financial contracts in SharePoint Online, highly confidential documents sent by email, 

or credit card information shared on a Teams chat.  

This whitepaper provides an overview of what we consider to be the essential 

information governance and protection features in Office 365. There are more 

features, and maybe you'll think we missed a critical capability. However, the goal is to 

showcase the essential features and value you can add with SysKit Point, an Office 365 

tool that provides security reports, lifecycle management, and activity tracking.  

We also added many link references to official Microsoft documentation to provide a 

more in-depth reading. We hope it will empower you to reinforce your Office 365 

tenant data control and that you'll learn how SysKit Point can help you with it.   
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2. Information Protection 

To protect their information, organizations apply security solutions, technologies, 

processes, and policies. They protect their data from accidental mistakes, leakages, 

unwanted actions, and external and even internal actors' access. 

The following table list the most relevant and current Microsoft Information Protection 

features available in Office 365. 
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2.1. Sensitive Information Types 

The first step of information protection is to identify and classify your sensitive data. 

Each sensitive information type with a specific form and characteristics defines a 

pattern. A pattern is represented by a regular expression or function. At the time of 

writing this eBook, Office 365 included more than 150 predefined types. Some of them 

are: 

https://docs.microsoft.com/microsoft-365/compliance/sensitive-information-type-entity-definitions
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In addition to the built-in sensitive information types, the service allows you to create 

custom information types. They are handy if you need to protect specific types in your 

organization, such as employee IDs. The elements of a custom sensitive information 

type are: 

• Primary pattern: A regular expression or a list of keywords to identify the type. 

• Additional evidence: Additional keywords to support the primary pattern. 

• Character proximity: Specific character distance between the primary pattern 

and the additional evidence. 

• Confidence level: Defines the patterns' match confidence.  

You can also customize built-in types by: 

1) Exporting the existing rule collections to an XML file containing the type definition, 

2) Leaving only the rules you want,  

3) Modifying them,  

4) Importing the file. 

  

https://docs.microsoft.com/microsoft-365/compliance/custom-sensitive-info-types
https://docs.microsoft.com/microsoft-365/compliance/customize-a-built-in-sensitive-information-type
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Data loss prevention (DLP) includes sensitivity information types to be used in your 

DLP policies. Microsoft Cloud App Security uses them to identify which information is 

sensitive in Office 365 or third-party apps.  

You can also create new or edit existing custom sensitive information types through 

the Classification section of the Microsoft 365 security center or Microsoft 365 

security and compliance center. 

 

  

https://security.microsoft.com/
https://protection.office.com/
https://protection.office.com/
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2.2. Trainable Classifiers 

This method of classification is not based on pattern matching. A trainable classifier 

learns how to identify and analyze several examples of content using AI training. You 

can use them as a condition for Office auto labeling with sensitivity labels, auto-apply 

retention label policy based on a condition, and communication compliance. 

There are two types: 

• Pre-trained classifiers: Office 365 comes with five pre-trained classifiers: 

o Resumes 

o Source Code 

o Harassment 

o Profanity 

o Threat 

• Custom classifiers: These are not pre-trained, and you need to train them by 

providing examples of the content—for example, financial information and 

legal documents. 

You can create a trainable classifier in the Data classification -> Trainable classifiers 

tab within the Microsoft 365 compliance center. You need to collect examples, place 

them in SharePoint Online, and then create the classifier in the compliance center. The 

next step is to put test data to SharePoint Online, test the classifier, review the result, 

and publish or repeat the test process until you consider it is ready. 

 

NOTE: When we wrote this article, trainable classifiers were available as a public preview feature. 

https://docs.microsoft.com/microsoft-365/compliance/apply-sensitivity-label-automatically
https://docs.microsoft.com/microsoft-365/compliance/apply-retention-labels-automatically?view=o365-worldwide#configuring-conditions-for-auto-apply-retention-labels
https://docs.microsoft.com/microsoft-365/compliance/apply-retention-labels-automatically?view=o365-worldwide#configuring-conditions-for-auto-apply-retention-labels
https://docs.microsoft.com/microsoft-365/compliance/communication-compliance
https://compliance.microsoft.com/
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2.3. Access Permissions 

We cannot talk about information protection without mentioning the access rights 

that internal or external users have over data. There are two different kinds of Office 

365 permissions. We will describe them in detail in the following two subsections. 

2.3.1. Administrator roles or permissions 

Office 365 comes with several predefined administrator roles with a list of capabilities 

or tasks allowed to perform. You can assign them to users in your organization using 

the Microsoft 365 admin center. The following table offers a summary of the most 

notable roles:  

https://admin.microsoft.com/
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In the next screenshot, you can see how they look in the Microsoft 365 admin center: 

 

There are more places or services where you can see more available roles or create a 

granular level of access: 

• Azure Active Directory has a complete list of built-in roles. If you want to see 

the full list, please go to Administrator role permissions in Azure Active 

Directory. 

• Exchange Online inherited some predefined roles from the on-premises 

version, but you can still use some of them. For example, Recipient 

Management and Help Desk. Its permissions model is based on the Role-Based 

Access Control (RBAC) model, where you can set granular permissions. For 

more information, see Permissions in Exchange Online. 

• Microsoft Teams also have additional roles available. 

o Teams Communications Administrator: to manage calling and meeting 

features. 

o Teams Communications Support Engineer: to troubleshoot 

communications issues by using advanced tools. 

o Teams Communications Support Specialist: to troubleshoot 

communications issues by using basic tools. 

o Teams Device Administrator: to manage devices. 

 

https://docs.microsoft.com/azure/active-directory/roles/permissions-reference
https://docs.microsoft.com/azure/active-directory/roles/permissions-reference
https://docs.microsoft.com/exchange/permissions-exo/permissions-exo
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For more information, see Use Microsoft Teams administrator roles to manage Teams. 

If you have a partner added as a delegated admin, you can also add them some roles: 

 

 

  

https://docs.microsoft.com/microsoftteams/using-admin-roles
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2.3.2. User permissions 

User permissions across applications and services are managed differently in Office 

365. For example, if you want to assign mailbox permissions, you can use the 

Microsoft 365 admin center. But more frequently, admins will use the Exchange Online 

admin center. Users can also use client apps (e.g., Outlook desktop or web) to assign 

permissions over their mailbox. 

The same happens with SharePoint Online. Admins can use the admin center to set 

permissions. But, they can also manage permissions directly from the site, like regular 

users.  

When managing SharePoint Online access, it is highly recommended to use the built-in 

SharePoint group permissions (e.g., owners, members, or visitors). 

You can also add or remove Microsoft Teams members and owners in the Microsoft 

365 admin center and the client app. Admins can also add and remove Office 365 

Group members and owners from the same admin center, while Group owners can 

manage members from Outlook. Note that when you change the membership in 

Teams, the related Office 365 Group and site is also updated, and vice versa.  

  

https://admin.microsoft.com/
https://outlook.office365.com/ecp
https://outlook.office365.com/ecp
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2.4. Azure AD Access Reviews 

Azure AD access reviews enable organizations to review users' access to their cloud 

resources periodically, such as weekly, monthly, quarterly, or annually. AAD Access 

review is a good method to ensure that only the right people can access your 

applications and services. It also allows you to review group and administrator roles 

membership. The following graphic shows us how the basic process works. 

 

Photo source: Plan an Azure Active Directory Access Reviews deployment | Microsoft Docs 

 

Some of the reasons to do access reviews might be:  

• To check permissions regularly over their resources. 

• To clean up the outdated administrative roles and groups' members. 

• To audit business-critical apps and data. 

You can ask the users themselves (even guests) or a decision-maker to participate in an 

access review and validate their access. 

  

https://docs.microsoft.com/en-us/azure/active-directory/governance/deploy-access-reviews
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2.5. Encryption 

Office 365 offers several encryption capabilities enabled by default. Your data is 

encrypted at rest and in transit using the following encryption protocols and 

technologies: 

• TLS/SSL (Transport Layer Security/Secure Sockets Layer) 

• IPSec (Internet Protocol Security) 

• AES (Advanced Encryption Standard) 

Some examples of these built-in encryption features that are automatically enabled 

are: 

• The connection that you establish to access files from OneDrive for Business, 

SharePoint, and Teams is protected with TLS. For more information, see Data 

Encryption in OneDrive for Business and SharePoint Online. 

• In Teams, Microsoft uses TLS and MTLS (mutual TLS) to encrypt instant 

messages. SRTP (Secure Real-Time Transport Protocol) protects audio, video, 

and application sharing streams. For more information, see Security and 

Microsoft Teams. 

• Service encryption: your data is encrypted at volume level in the Microsoft 

Datacenter using BitLocker and Distributed Key Manager (DKM). 

The following features are not enabled by default, but you can configure and use 

them: 

• In Exchange Online, there are several options to configure encryption: 

o Office 365 Message Encryption (OME) 

o Azure Rights Management  

o S/MIME 

o Secure mail flow with TLS 

• SharePoint Online and Microsoft Teams can also take advantage of Azure 

Rights Management. 

  

https://docs.microsoft.com/microsoft-365/compliance/data-encryption-in-odb-and-spo
https://docs.microsoft.com/microsoft-365/compliance/data-encryption-in-odb-and-spo
https://docs.microsoft.com/microsoftteams/teams-security-guide
https://docs.microsoft.com/microsoftteams/teams-security-guide
https://docs.microsoft.com/microsoft-365/compliance/set-up-new-message-encryption-capabilities
https://docs.microsoft.com/microsoft-365/compliance/information-rights-management-in-exchange-online
https://docs.microsoft.com/microsoft-365/security/office-365-security/s-mime-for-message-signing-and-encryption
https://docs.microsoft.com/microsoft-365/compliance/email-encryption
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2.6. Sensitivity Labels 

Sensitivity labels allow you to classify a document or email. You can also define the 

level of protection that they require. You can manage them in the Classification 

section of the Microsoft 365 security center or Microsoft 365 security and compliance 

center, or the Solutions -> Information protection section of the Microsoft 365 

compliance center. 

 

You can apply the following settings using sensitivity labels: 

• Encrypt emails, documents, or both 

• Mark documents and emails adding watermarks (only to documents), footers, 

and headers 

  

https://security.microsoft.com/
https://protection.office.com/
https://protection.office.com/
https://compliance.microsoft.com/
https://compliance.microsoft.com/
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After you create sensitivity labels, you have to publish them, creating a label policy. 

Here you define the users and groups which will have specific labels available and the 

policy settings. You can also apply a sensitivity label to content automatically by using 

one of the following methods: 

• Client-side: when users edit documents or compose emails, the built-in client 

or unified labeling client will provide a recommendation or apply the labels 

automatically. In both cases, the user decides whether to accept or reject the 

label. 

• Auto-labeling policy: Office 365 service applies labels automatically instead of 

applications.  

There is a broad range of platforms that include built-in label support. You can install 

the Azure Information Protection unified labeling client for platforms that do not have 

built-in support. The following table provides a detailed list and description of clients 

that support sensitivity labels. 

 

  

https://www.microsoft.com/download/details.aspx?id=53018
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The following picture shows some examples of sensitivity labels available in the Word 

web app. 

 

Microsoft Cloud App Security lets you apply sensitivity labels to files automatically, 

with or without protection, as a file policy governance action. DLP policies also benefit 

from them. 
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2.7. Microsoft Cloud App Security 

Microsoft Cloud App Security is a Cloud Access Security Broker (CASB) that brings 

deep visibility, healthy data controls, and enhanced threat protection to your 

Microsoft and third-party cloud apps. This service allows you to gain visibility into 

Shadow IT by discovering which of these apps are in use. You can get rich visibility, 

control, and protect data using sophisticated analytics to identify and combat cyber 

threats. 

The following picture shows its components and how it integrates with other cloud 

services. 

 

Photo Source: What is Cloud App Security? | Microsoft Docs 

 

https://docs.microsoft.com/en-us/cloud-app-security/what-is-cloud-app-security#architecture
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Microsoft Cloud App Security meets a lot of international and industry-specific 

compliance standards, such as: 

• HIPAA/HITECH 

• ISO 9001 

• PCI DSS 

• SOC 

Some of the actions you can do from Cloud App Security portal: 

• discover apps,  

• configure governance policies,  

• work with sensitive labels,  

• enforce DLP and compliance policies,  

• detected threats and compromised accounts 

2.7.1. Office 365 Cloud App Security 

Office 365 Cloud App Security (OCAS) provides a subset of capabilities included in 

Microsoft Cloud App Security. These capabilities are limited to Office 365 apps and do 

not include third-party services or apps. It provides: 

• Threat protection, 

• The discovery of Shadow IT apps with similar functionality to Office 365,  

• Control app permissions,  

• Session and access control.  

https://portal.cloudappsecurity.com/
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2.8. Data Loss Prevention 

Data Loss Prevention (DLP) is a tool designed to help organizations control sensitive 

and critical data. It allows them to detect and prevent data breaches, misuse, or access 

by unauthorized users. This way, your company can also comply with business 

standards and industry regulations, like HIPAA or GDPR. 

Office 365 provides DLP policies as their DLP tool. They allow you to identify, monitor, 

and protect sensitive information. Administrators can also educate users to help them 

view alerts and reports and stay compliant without affecting their work. The 

components of a DLP policy are: 
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You create and manage DLP policies from the Office 365 Security & Compliance Admin 

Center and Microsoft 365 compliance center. 

 

  

https://protection.office.com/datalossprevention
https://protection.office.com/datalossprevention
https://compliance.microsoft.com/
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2.9. License Requirements 

The following table resumes the license requirements that you need to use the 

features in the sections above.  
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2.10. PowerShell 

Different Microsoft 365 security and compliance centers are not the only way to 

manage Microsoft Information Protection. You can also use the Security & Compliance 

Center PowerShell included in the Exchange Online PowerShell V2 module. It contains 

several cmdlets that can help you to enable or configure all the features we see above. 

Each service also has its PowerShell module, which helps you to set permissions from 

the IT admin perspective. For example, the Exchange Online PowerShell V2 module has 

the following cmdlets to set permissions: 

• Add-MailboxPermission, Remove-MailboxPermission, and Get-

MailboxPermission allow you to add or remove permissions on a mailbox. 

• Add-MailboxFolderPermission, Remove-MailboxFolderPermission, Set-

MailboxFolderPermission, and Get-MailboxFolderPermission allow you to add, 

remove, change, and list the folder-level permissions on a mailbox. 

• Add-RecipientPermission, Remove-RecipientPermission, and Get-

RecipientPermission allow you to add, remove, and list SendAs permission. 

• Set-MailboxCalendarFolder and Get-MailboxCalendarFolder allow you to 

configure and list the external sharing settings for a mailbox calendar. 

Another example is the Microsoft Teams PowerShell module. It has cmdlets to manage 

Teams owners and members: 

• Add-TeamUser 

• Get-TeamUser 

• Remove-TeamUser 

To read about the cmdlets in SharePoint, see Manage SharePoint Online users and 

groups with PowerShell. 

  

https://docs.microsoft.com/powershell/exchange/scc-powershell
https://docs.microsoft.com/powershell/exchange/scc-powershell
https://docs.microsoft.com/powershell/exchange/exchange-online-powershell-v2
https://docs.microsoft.com/powershell/exchange/exchange-online-powershell-v2
https://docs.microsoft.com/powershell/module/exchange/add-mailboxpermission
https://docs.microsoft.com/powershell/module/exchange/remove-mailboxpermission
https://docs.microsoft.com/powershell/module/exchange/get-mailboxpermission
https://docs.microsoft.com/powershell/module/exchange/get-mailboxpermission
https://docs.microsoft.com/powershell/module/exchange/add-mailboxfolderpermission
https://docs.microsoft.com/powershell/module/exchange/remove-mailboxfolderpermission
https://docs.microsoft.com/powershell/module/exchange/set-mailboxfolderpermission
https://docs.microsoft.com/powershell/module/exchange/set-mailboxfolderpermission
https://docs.microsoft.com/powershell/module/exchange/get-mailboxfolderpermission
https://docs.microsoft.com/powershell/module/exchange/add-recipientpermission
https://docs.microsoft.com/powershell/module/exchange/remove-recipientpermission
https://docs.microsoft.com/powershell/module/exchange/get-recipientpermission
https://docs.microsoft.com/powershell/module/exchange/get-recipientpermission
https://docs.microsoft.com/powershell/module/exchange/set-mailboxcalendarfolder
https://docs.microsoft.com/powershell/module/exchange/get-mailboxcalendarfolder
https://docs.microsoft.com/microsoftteams/teams-powershell-overview
https://docs.microsoft.com/powershell/module/teams/add-teamuser
https://docs.microsoft.com/powershell/module/teams/get-teamuser
https://docs.microsoft.com/powershell/module/teams/remove-teamuser
https://docs.microsoft.com/microsoft-365/enterprise/manage-sharepoint-users-and-groups-with-powershell
https://docs.microsoft.com/microsoft-365/enterprise/manage-sharepoint-users-and-groups-with-powershell
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3. Information Governance 

Information Governance (IG) defines how the information is collected, organized, 

utilized, recorded, and stored in an organization. It describes the procedures and 

structures to manage the data according to organizational policies and external 

regulations. For example, in Florida, US, hospitals must maintain medical records for 

seven years. 

Office 365 offers several capabilities to govern your data. In the following sections, we 

will describe the two that we consider the most important. 

3.1. Retention policies and labels 

In Office 365, you can configure retention by applying a label or a policy to different 

content types. Using retention labels, you can place retention settings such as 

duration and action (retain or delete). They are independent and reusable. 

A user can assign a label manually to an item from Outlook desktop and web app, One 

Drive, SharePoint, and Microsoft 365 Groups. An administrator can add a label to a 

policy, so it is applied automatically. 

There are two types of policies: 

• Label policies: The primary purpose is to define a set of retention labels and 

the location where they will be available to publish them. For example: 

o You can create a label policy to publish a label to keep personal financial 

data for three years and then delete it.  

o Then you select OneDrive and SharePoint as the location where this 

policy will apply. 

o You also specify a few users who will be able to assign the labels which 

this policy publishes. 
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Besides, auto-apply label policies are also available, so a single retention label can 

be automatically applied when the defined conditions are met. 

 

• Retention policies: These policies provide broader coverage because they apply 

the same retention settings to all the items under a specific location or multiple 

locations. For example, you can retain files located in OneDrive and SharePoint 

if they contain employees' personal data for seven years. 

You can manage Retention policies and labels from the Office 365 Security & 

Compliance Admin Center (Information governance -> Retention) and Microsoft 365 

compliance center (Information governance). 

The required licenses to fully use these features are Microsoft 365 E5/A5, Office 365 

E5/A5, Microsoft 365 E5/A5 Compliance, Microsoft 365 Information Protection and 

Governance, or Office 365 Advanced Compliance. 

  

https://protection.office.com/datalossprevention
https://protection.office.com/datalossprevention
https://compliance.microsoft.com/
https://compliance.microsoft.com/
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3.2. Records Management 

Records management (RM) is the function responsible for administering information 

in an organization throughout its lifecycle. The included activities are creation, 

reception, identification, classification, use, and disposal of records. 

You can use retention labels in Office 365 to mark content as: 

• A record 

o Locked: you cannot edit content or delete it 

o Unlocked: you cannot delete it 

• A regulatory record: you can only copy, move within the container, and read it. 

As we mentioned in the last section, you can publish those labels to allow users 

manual application. Administrators can also create an auto-apply policy to use them 

automatically. 

The required licenses to fully use records management are Microsoft 365 E5/A5, 

Microsoft 365 E5/A5 Compliance, Microsoft 365 Information Protection, or 

Governance. 
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4. Electronic discovery 

Electronic discovery (eDiscovery) is the procedure to discover your organization's 

information, usually in the initial phase of a legal proceeding. The tasks involved are to 

collect, preserve, review, and exchange information. 

The eDiscovery tools in Office 365 allow you to look for information in Microsoft 365 

Groups, Microsoft Teams, SharePoint Online and OneDrive for Business sites, and 

Exchange Online mailboxes. The following bullets describe the most important 

features: 

• Content Search tool: you use it to find emails, documents, and messaging 

conversations. 

• Core eDiscovery: provides an essential tool to search and export content in 

Office 365. 

• Advanced eDiscovery: provides an end-to-end workflow to preserve, collect, 

review, analyze, and export content that's responsive to your organization's 

internal and external investigations. 

Microsoft 365 and Office 365 E5/A5/G5/E3/A3/G3 licenses provide a user the right to 

benefit from Core eDiscovery, while Advanced eDiscovery is available with: 

• Microsoft 365 E5/A5/G5,  

• Microsoft 365 E5/A5/G5 Compliance,  

• Microsoft 365 E5/A5 eDiscovery and Audit,  

• Office 365 E5/A5/G5. 
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You can manage eDiscovery by going to Search -> Content search in the Microsoft 365 

security and compliance center or going Content search in the Microsoft 365 

compliance center. 

 

  

https://protection.office.com/
https://protection.office.com/
https://compliance.microsoft.com/
https://compliance.microsoft.com/
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5. Audit Logs 

If you enable audit logs in Office 365, you will be able to see user and admin activities 

in the Microsoft 365 compliance center's Audit section or Microsoft 365 security and 

compliance center's Audit log search section. You check the activity in: 

• Exchange Online 

• SharePoint Online  

• OneDrive for Business 

• Azure Active Directory 

• Microsoft Teams 

• Power Platform 

• Yammer 

• Stream 

After you run a search, it can be filtered and exported to a CSV file. Activities examples 

are accessed file, deleted SharePoint list, created a mailbox item, or added a Teams 

channel. 

For users with an E3 license, audit log records are retained for 90 days. With Advanced 

Audit, this time is extended up to 1 year. The advanced feature is available with Office 

365 E5, Microsoft 365 E5, Microsoft 365 E5 Compliance, and Microsoft 365 eDiscovery 

and Audit. Microsoft is also launching an add-on for the E5 license to extend this 

period to 10 years. 

https://compliance.microsoft.com/
https://protection.office.com/
https://protection.office.com/
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6. How Can SysKit Point Help? 

Let's see how SysKit Point helps protect and govern data on Office 365 tenants. It 

provides many tools that you can find useful, and we detail some of them that we 

think are relevant to this whitepaper. 

6.1. Access Reports 

The SysKit Point User Access report is a powerful tool that gives you the ability to 

check access for every specific user in your Office 365 environment. 

For example, to generate the User Access report, you have to go to the Report Center 

and select the desired report. After choosing one or multiple users, you click the Run 

Report button to generate a report like in the following picture. 

 

 

You can also benefit from using the Permissions Matrix report. It will show you the 

permissions over the selected SharePoint sites, OneDrive sites, Teams, and Microsoft 

365 Groups. You can then schedule daily, weekly, or monthly report delivery to an 

email address or upload it to a SharePoint site. 

  

https://www.syskit.com/products/point/?utm_source=promo&utm_medium=brochure&utm_campaign=ebook-data-governance-external-point
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6.2. Automated Permissions Review 

Office 365 (more accurately in Azure AD) has an Access Review feature. It allows you to 

trigger periodic verification of Microsoft 365 Groups, Teams, and admin roles 

membership.  

With SysKit Point, you can review permissions for Teams, Groups, SharePoint, and 

OneDrive with two separate roles: 

• SysKit Point Admin user 

• SysKit Point Collaborator user 

When working with permissions review, SysKit Point Collaborators can perform the 

permissions review on resources where they are an owner or admin. 

For a site owner or admin assigned to the SysKit Point Collaborators role, the 

permissions review process begins with an email. 
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6.2.1. Permissions Review tasks for Admins 

When working with permissions review, SysKit Point Admin users can define 

permissions review settings, decide what resources need to be reviewed, and monitor 

permissions review progress. To monitor the review progress, SysKit Point Admins can 

use the Governance dashboard by selecting it on the Home screen. 

 

Here you see the scheduled permissions review, manually requested reviews, number 

of completed review tasks, and more.  

  

https://www.syskit.com/products/point/features/office-365-governance/?utm_source=promo&utm_medium=brochure&utm_campaign=ebook-data-governance-external-point
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The SysKit Point Admin will also receive a reminder email with the most relevant 

information about the upcoming permissions review three workdays before the start. 
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6.2.2. Permissions Review tasks for resource owners 

When the Automated Permissions Review starts, site owners receive an email request 

to review permissions on their site(s). The email contains the information you can see 

in the picture.  

 

  

https://www.syskit.com/products/point/features/office-365-governance/?utm_source=promo&utm_medium=brochure&utm_campaign=ebook-data-governance-external-point
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In the My Tasks tile on the Home screen or the My Tasks section in the user profile 

menu, each owner will see the assigned tasks. 
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6.3. Lifecycle Management 

All content and resources in Office 365 have a lifecycle, which usually consists of the 

following three stages: 

• Beginning: for example, a user creates a new team. 

• Middle: users collaborate and use resources, chat, create files, and take 

advantage of all means they have on disposal to collaborate and achieve their 

goals successfully. 

• End: the resource becomes inactive and is no longer needed. 

With Office 365, you can generate a report to see the last date of user activity on each 

service.  

SysKit Point supplements this option and provides an Inactive Content report where 

you can choose what service you want to list, like in the screenshot below. Besides, 

you can define the number of days after an item will be considered inactive.  
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SysKit Point provides the Lifecycle Management Automation feature and reduces the 

time and errors within the previously described decision-making process. 

There are three Lifecycle Management actions that you can execute on Office 365 

resources: 

• Keep 

• Archive  

• Delete 

 

Once they get a clear picture of inactive services, an owner or an admin must decide 

whether to keep the resource available, archive the produced content, or delete the 

resource and its content. 

  

https://www.syskit.com/products/point/features/office-365-governance/?utm_source=promo&utm_medium=brochure&utm_campaign=ebook-data-governance-external-point
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You access the Lifecycle Management feature in SysKit Point from two distinct roles: 

• SysKit Point Admin - a user with full control over all users and resources, and 

access to all Point reports. 

• SysKit Point Collaborator - a resource owner that can access and manage their 

own resources. 

The two sections below provide more detail on these roles.  

 

6.3.1. Lifecycle Management Tasks for Admins 

To track the progress of the ongoing Lifecycle Management, SysKit Point Admins can 

use the Office 365 Governance screen. To access it, they need to click the Governance 

tile on the Home screen, as mentioned in the previous section. 

Here you can check orphaned resources, see all inactive resources, actions performed 

by owners, history, and more. The SysKit Point Admin will also receive a Weekly 

summary of inactive content via email with the information you can see in the picture. 

 

 

  

https://www.syskit.com/products/point/features/office-365-governance/?utm_source=promo&utm_medium=brochure&utm_campaign=ebook-data-governance-external-point
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6.3.2. Lifecycle Management Tasks for resource owners 

Once SysKit Point recognizes that a team, group, or site is inactive, it sends an email to 

the owner. 

 

In the My Tasks tile on the Home screen or the My Tasks section in the user profile 

menu, each owner will see the assigned tasks. 
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6.4. Audit Logs 

With SysKit Point, you can track user activity and store audit logs for a custom period. 

To see a User Activity report, you can go to the Users tile, click on the Display Name of 

the selected user, and then click on User Activity in the Go to Office 365 Report 

section. SysKit Point will produce a report similar to the following picture: 

 

The product also can produce similar reports filtering by date, event type, Office 365 

service, and user from the Report Center (Reports tile on the Home screen). 

There is also a Site Permissions Activities report. The report shows changes made to 

group memberships, sharing activities, changes made to permission inheritance, and 

other essential security activities. This report's data comes from the audit logs – this 

report filters audit logs and shows only security activities. 

 

 

 

7. Conclusion 

We have seen a long list of exciting data protection and governance features that 

Office 365 offers through this whitepaper. Once again, we want to remark that the 

intention is to provide an overview. Details about how they work, where to manage 

them, and the license requirement was added. We hope you have also appreciated 

how these features are integrated between them.  

https://www.syskit.com/products/point/features/office-365-auditing/?utm_source=promo&utm_medium=brochure&utm_campaign=ebook-data-governance-external-point
https://www.syskit.com/products/point/features/office-365-reporting/?utm_source=promo&utm_medium=brochure&utm_campaign=ebook-data-governance-external-point
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Read more about how SysKit Point helps you with your information protection tasks or 

schedule a demo and see it for yourself! 

We hope you enjoy your reading! Thanks! 

 

https://www.syskit.com/products/point/?utm_source=promo&utm_medium=brochure&utm_campaign=ebook-data-governance-external-point
https://www.syskit.com/products/point/request-a-demo/?utm_source=promo&utm_medium=brochure&utm_campaign=ebook-data-governance-external-point

