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2 TENANT OVERVIEW

Tenant name: Contoso

Number of Users: 38

Number of Groups: 31

Number of Teams: 6

Number of Sites: 13

Snapshot created on: 1/16/2020 8:54:10 AM

3 OFFICE 365

3.1 GROUPS
Display Name Mail Nick Name Description
sg-Engineering sgEngineering Al engineering personnel
Project Falcon Falcon
SSPRSecurityGroupUsers SSPRSecurityGroupUsers Self-service password reset enabled users
sg-IT sgIT All IT personnel
sg-Finance sgFinance All finance personnel
sg-Operations sgOperations All operations personnel
Sales and Marketing SalesAndMarketing Sales and Marketing
Tailspin Toys Tailspin
Share what's on your mind and get important
Leadership leadership announcements from Patti and the rest of the Leadership
Team.
Northwind Traders Traders
Executives Executives
Retail Retail Retail
Paralegals Paralegals
Project Phoenix darkphoenix The Dark Phoenix Rises
Test sec 110753a7-1 Test sec222
All Employees Employees
Finance Team FinanceTeam
Operations operations z:ir:u:ch:r:z:tr;your mind and get important operations
sg-Legal sglegal All legal executives
sg-HR sgHR All HR personnel
sg-Executive sgExecutive All executives
sg-Sales and Marketing sgSalesandMarketing All marketing personnel
g;gl;tg(l)::tlatlve Public DigitallnitiativePublicRelations Digital Initiative Public Relations
Legal Team LegalTeam
Sales Team SalesTeam
TestSec2 58fdfd4b-6
o Garmiess [P Beliars abcef8a2-4b10-43c3-82af- Self-service group of employees who wish to provide
bc43ceaf85d7 feedback on early-release Contoso software.
Mark 8 Project Team Mark8ProjectTeam Mark 8 Project Team
Project Falcon projectfalcon Top Secret
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3.2 GROUP MEMBERS

Group Name . Display Name ~ Username _ First Name  Last Name
Sales and Marketing Allan Deyoung AllanD @M365x233468.onmicrosoft.com Allan Deyoung
Sales and Marketing Joni Sherman JoniS@M365x233468.onmicrosoft.com Joni Sherman
Sales and Marketing Christie Cline ChristieC@M365x233468.onmicrosoft.com Christie Cline
Sales and Marketing Debra Berger DebraB@M365x233468.onmicrosoft.com Debra Berger
Sales and Marketing Patti Fernandez  PattiF@M365x233468.onmicrosoft.com Patti Fernandez
Sales and Marketing Pradeep Gupta PradeepG@M365x233468.onmicrosoft.com  Pradeep Gupta
Sales and Marketing Alex Wilber AlexW@M365x233468.onmicrosoft.com Alex Wilber
Sales and Marketing Nestor Wilke NestorW@M365x233468.onmicrosoft.com Nestor Wilke
Sales and Marketing Johanna Lorenz  Johannal@M365x233468.onmicrosoft.com Johanna Lorenz
Sales and Marketing Isaiah Langer IsaiahL@M365x233468.onmicrosoft.com Isaiah Langer
Sales and Marketing Lee Gu LeeG@M365%x233468.onmicrosoft.com Lee Gu

Sales and Marketing Irvin Sayers IrvinS@M365x233468.onmicrosoft.com Irvin Sayers
Sales and Marketing Adele Vance AdeleV@M365x233468.onmicrosoft.com Adele Vance
Sales and Marketing Grady Archie GradyA@M365x233468.onmicrosoft.com Grady Archie
Sales and Marketing Lynne Robbins LynneR@M365x233468.onmicrosoft.com Lynne Robbins
Sales and Marketing Lidia Holloway LidiaH@M365x233468.onmicrosoft.com Lidia Holloway
Sales and Marketing Miriam Graham  MiriamG@M365x233468.onmicrosoft.com Miriam Graham
Sales and Marketing Diego Siciliani DiegoS@M365x233468.onmicrosoft.com Diego Siciliani
Leadership Allan Deyoung AllanD @M365x233468.onmicrosoft.com Allan Deyoung
Leadership Joni Sherman JoniS@M365x233468.onmicrosoft.com Joni Sherman
Leadership Christie Cline ChristieC@M365x233468.onmicrosoft.com Christie Cline
Leadership Debra Berger DebraB@M365x233468.onmicrosoft.com Debra Berger
Leadership Patti Fernandez  PattiF@M365x233468.onmicrosoft.com Patti Fernandez
Leadership Pradeep Gupta PradeepG@M365x233468.onmicrosoft.com Pradeep Gupta
Leadership Alex Wilber AlexW@M365x233468.onmicrosoft.com Alex Wilber
Leadership Johanna Lorenz  Johannal@M365x233468.onmicrosoft.com Johanna Lorenz
Leadership Isaiah Langer IsaiahL@M365x233468.onmicrosoft.com Isaiah Langer
Leadership Lee Gu LeeG@M365%x233468.onmicrosoft.com Lee Gu
Leadership Irvin Sayers IrvinS@M365x233468.onmicrosoft.com Irvin Sayers
Leadership Adele Vance AdeleV@M365x233468.onmicrosoft.com Adele Vance
Leadership Grady Archie GradyA@M365x233468.onmicrosoft.com Grady Archie
Leadership Lynne Robbins LynneR@M365x233468.onmicrosoft.com Lynne Robbins
Leadership Lidia Holloway LidiaH@M365x233468.onmicrosoft.com Lidia Holloway
Leadership Miriam Graham  MiriamG@M365x233468.onmicrosoft.com Miriam Graham
Leadership Diego Siciliani DiegoS@M365x233468.onmicrosoft.com Diego Siciliani
Retail Joni Sherman JoniS@M365x233468.onmicrosoft.com Joni Sherman
Retail Christie Cline ChristieC@M365x233468.onmicrosoft.com Christie Cline
Retail Debra Berger DebraB@M365x233468.onmicrosoft.com Debra Berger
Retail Patti Fernandez  PattiF@M365x233468.onmicrosoft.com Patti Fernandez
Retail Pradeep Gupta PradeepG@M365x233468.onmicrosoft.com Pradeep Gupta
Retail Alex Wilber AlexW@M365x233468.onmicrosoft.com Alex Wilber
Retail Nestor Wilke NestorW@M365x233468.onmicrosoft.com Nestor Wilke
Retail Johanna Lorenz  Johannal@M365x233468.onmicrosoft.com Johanna Lorenz
Retail Isaiah Langer IsaiahL@M365x233468.onmicrosoft.com Isaiah Langer
Retail Lee Gu LeeG@M365x233468.onmicrosoft.com Lee Gu

Retail Irvin Sayers IrvinS@M365x233468.onmicrosoft.com Irvin Sayers
Retail Adele Vance AdeleV@M365x233468.onmicrosoft.com Adele Vance
Retail Grady Archie GradyA@M365x233468.onmicrosoft.com Grady Archie
Retail Lynne Robbins LynneR@M365x233468.onmicrosoft.com Lynne Robbins
Retail Lidia Holloway LidiaH@M365x233468.onmicrosoft.com Lidia Holloway
Retail Miriam Graham  MiriamG@M365x233468.onmicrosoft.com Miriam Graham
Retail Diego Siciliani DiegoS@M365x233468.onmicrosoft.com Diego Siciliani
Operations Joni Sherman JoniS@M365x233468.onmicrosoft.com Joni Sherman
Operations Christie Cline ChristieC@M365x233468.onmicrosoft.com Christie Cline
Operations Debra Berger DebraB@M365x233468.onmicrosoft.com Debra Berger
Operations Patti Fernandez  PattiF@M365x233468.onmicrosoft.com Patti Fernandez
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Group Name

Display Name

Username

First Name

Last Name

Operations Pradeep Gupta PradeepG@M365x233468.onmicrosoft.com  Pradeep Gupta
Operations Alex Wilber AlexW@M365x233468.onmicrosoft.com Alex Wilber
Operations Nestor Wilke NestorW@M365x233468.onmicrosoft.com Nestor Wilke
Operations Johanna Lorenz  Johannal@M365x233468.onmicrosoft.com Johanna Lorenz
Operations Isaiah Langer IsaiahL@M365x233468.onmicrosoft.com Isaiah Langer
Operations Lee Gu LeeG@M365x233468.onmicrosoft.com Lee Gu
Operations Irvin Sayers IrvinS@M365x233468.onmicrosoft.com Irvin Sayers
Operations Adele Vance AdeleV@M365x233468.onmicrosoft.com Adele Vance
Operations Grady Archie GradyA@M365x233468.onmicrosoft.com Grady Archie
Operations Lynne Robbins LynneR@M365x233468.onmicrosoft.com Lynne Robbins
Operations Lidia Holloway LidiaH@M365x233468.onmicrosoft.com Lidia Holloway
Operations Miriam Graham  MiriamG@M365x233468.onmicrosoft.com Miriam Graham
Operations Diego Siciliani DiegoS@M365x233468.onmicrosoft.com Diego Siciliani
Digital Initiative Public Relations  Allan Deyoung AllanD @M365x233468.onmicrosoft.com Allan Deyoung
Digital Initiative Public Relations  Joni Sherman JoniS@M365x233468.onmicrosoft.com Joni Sherman
Digital Initiative Public Relations  Christie Cline ChristieC@M365x233468.onmicrosoft.com Christie Cline
Digital Initiative Public Relations  Debra Berger DebraB@M365x233468.onmicrosoft.com Debra Berger
Digital Initiative Public Relations  Patti Fernandez  PattiF@M365x233468.onmicrosoft.com Patti Fernandez
Digital Initiative Public Relations  Pradeep Gupta PradeepG@M365x233468.onmicrosoft.com  Pradeep Gupta
Digital Initiative Public Relations  Alex Wilber AlexW@M365x233468.onmicrosoft.com Alex Wilber
Digital Initiative Public Relations  Nestor Wilke NestorW@M365x233468.onmicrosoft.com Nestor Wilke
Digital Initiative Public Relations  Johanna Lorenz ~ Johannal@M365x233468.onmicrosoft.com Johanna Lorenz
Digital Initiative Public Relations  Isaiah Langer IsaiahL@M365x233468.onmicrosoft.com Isaiah Langer
Digital Initiative Public Relations  Lee Gu LeeG@M365%x233468.onmicrosoft.com Lee Gu
Digital Initiative Public Relations  Irvin Sayers IrvinS@M365x233468.onmicrosoft.com Irvin Sayers
Digital Initiative Public Relations ~ Adele Vance AdeleV@M365x233468.onmicrosoft.com Adele Vance
Digital Initiative Public Relations  Grady Archie GradyA@M365x233468.onmicrosoft.com Grady Archie
Digital Initiative Public Relations ~ Lynne Robbins LynneR@M365x233468.onmicrosoft.com Lynne Robbins
Digital Initiative Public Relations  Lidia Holloway LidiaH@M365x233468.onmicrosoft.com Lidia Holloway
Digital Initiative Public Relations  Diego Siciliani DiegoS@M365x233468.onmicrosoft.com Diego Siciliani
ssg-Contoso Bug Bashers Raul Razo RaulR@M365x233468.onmicrosoft.com Raul Razo
ssg-Contoso Bug Bashers Bianca Pisani BiancaP @M365x233468.onmicrosoft.com Bianca Pisani
ssg-Contoso Ambassadors Isaiah Langer IsaiahL@M365x233468.onmicrosoft.com Isaiah Langer
ssg-Contoso Ambassadors Bianca Pisani BiancaP@M365x233468.onmicrosoft.com Bianca Pisani
Mark 8 Project Team Joni Sherman JoniS@M365x233468.onmicrosoft.com Joni Sherman
Mark 8 Project Team Christie Cline ChristieC@M365x233468.onmicrosoft.com Christie Cline
Mark 8 Project Team Debra Berger DebraB@M365x233468.onmicrosoft.com Debra Berger
Mark 8 Project Team Patti Fernandez  PattiF@M365x233468.onmicrosoft.com Patti Fernandez
Mark 8 Project Team Pradeep Gupta PradeepG@M365x233468.onmicrosoft.com  Pradeep Gupta
Mark 8 Project Team Alex Wilber AlexW@M365x233468.onmicrosoft.com Alex Wilber
Mark 8 Project Team Nestor Wilke NestorW@M365x233468.onmicrosoft.com Nestor Wilke
Mark 8 Project Team Johanna Lorenz  Johannal@M365x233468.onmicrosoft.com Johanna Lorenz
Mark 8 Project Team Isaiah Langer IsaiahL@M365x233468.onmicrosoft.com Isaiah Langer
Mark 8 Project Team Lee Gu LeeG@M365x233468.onmicrosoft.com Lee Gu

Mark 8 Project Team Irvin Sayers IrvinS@M365x233468.onmicrosoft.com Irvin Sayers
Mark 8 Project Team Adele Vance AdeleV@M365x233468.onmicrosoft.com Adele Vance
Mark 8 Project Team Grady Archie GradyA@M365x233468.onmicrosoft.com Grady Archie
Mark 8 Project Team Lynne Robbins LynneR@M365x233468.onmicrosoft.com Lynne Robbins
Mark 8 Project Team Lidia Holloway LidiaH@M365x233468.onmicrosoft.com Lidia Holloway
Mark 8 Project Team Miriam Graham  MiriamG@M365x233468.onmicrosoft.com Miriam Graham
Mark 8 Project Team Diego Siciliani DiegoS@M365x233468.onmicrosoft.com Diego Siciliani
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3.3 GROUP OWNERS

Group Name Display Name Username First Last Name
- Name
. MOD . . -
Sales and Marketing . admin@M365x233468.onmicrosoft.com MOD Administrator
Administrator
Sales and Marketing Megan Bowen MeganB@M365x233468.onmicrosoft.com Megan Bowen
Leadership MOP . admin@M365x233468.onmicrosoft.com MOD Administrator
Administrator
Leadership Nestor Wilke NestorW@M365x233468.onmicrosoft.com Nestor Wilke
Leadership Megan Bowen MeganB@M365x233468.onmicrosoft.com Megan Bowen
D
Retail MO . admin@M365x233468.onmicrosoft.com MOD Administrator
Administrator
Retail Megan Bowen MeganB@M365x233468.onmicrosoft.com Megan Bowen
Project Phoenix Christie Cline ChristieC@M365x233468.onmicrosoft.com Christie Cline
Project Phoenix Pradeep Gupta PradeepG@M365x233468.onmicrosoft.com Pradeep Gupta
Operations MOD. . admin@M365x233468.onmicrosoft.com MOD Administrator
Administrator
Operations Allan Deyoung AllanD @M365x233468.onmicrosoft.com Allan Deyoung
Operations Megan Bowen MeganB@M365x233468.onmicrosoft.com Megan Bowen
Dlgltél Initiative Public MOD. . admin@M365x233468.onmicrosoft.com MOD Administrator
Relations Administrator
D|g|t.'?l Initiative Public Megan Bowen MeganB@M365x233468.onmicrosoft.com Megan Bowen
Relations
E;gl;?l’:’ztlatwe Al Miriam Graham MiriamG@M365x233468.onmicrosoft.com Miriam Graham
ssg-Contoso Bug Bashers Patti Fernandez PattiF@M365x233468.onmicrosoft.com Patti Fernandez
ssg-Contoso Ambassadors Patti Fernandez PattiF@M365x233468.onmicrosoft.com Patti Fernandez
Mark 8 Project Team MOD. . admin@M365x233468.onmicrosoft.com MOD Administrator
Administrator
Mark 8 Project Team Megan Bowen MeganB@M365x233468.onmicrosoft.com Megan Bowen
Project Falcon Debra Berger DebraB@M365x233468.onmicrosoft.com Debra Berger
Project Falcon Alex Wilber AlexW@M365x233468.onmicrosoft.com Alex Wilber
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3.4 ADMIN AUDIT LOG CONFIG

Setting Name
Unified Audit Log Ingestion Enabled

Value
Disabled

4 SHAREPOINT

4.1 POLICIES

Setting Name Value

Comments On Site Pages Disabled |:|
Disallow Infected File Download |:|
Email Attestation Re Auth Days 30
Social Bar On Site Pages Disabled |:|
IP Address Allow List

IP Address WAC Token Lifetime 15
External Services Enabled @
IP Address Enforcement |:|
Display Start A Site Option @
Start A Site Form Url

Email Attestation Required |:|

4.2 APPS

App Name

VisualSP Online Application Extension

sharepoint-starter-kit-client-side-solution

4.3 HUB SITES

Descriptio
n

Logo Url Requires Allowe
Join dTo

Approva Join
|

Work @ Contoso
https://M365x233468.sharepoint.com/sites/Wor
k

/sites/work/siteassets/hublogo.pn D
g
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4.4 SEARCH MANAGED PROPERTIES

Descriptio Searchabl Full Full Queryabl Retrievabl Allow Refinabl
n Text Text e e Multipl e
Inde Contex e
Values
ZomeProperttttuu Text [Zl 0 [21 [Zl El Yes
TestPropertyl Text E| 0 @ @ E| Yes
TestProperty2 Text hd hd @ @ Yes

4.5 SEARCH RESULT SOURCES

Description Protocol Source URL Query Show Use Auto
Transform Partial Discover
Search
ResultSource2 Local SharePoint  {searchTerms} @ |:|
ResultSourcel Remote http://test123vb.com  SharePoint  {searchTerms} |:|

4.6 SHARING

Setting Name Value

Sharing Capability

External User And Guest Sharing

Folder Anonymous Link Type

Edit

Provision Shared With Everyone Folder

O

Bcc External Sharing Invitations List

Bcc External Sharing Invitations

Enable Guest Sign In Acceleration

Sharing Allowed Domain List

acceleratiosoft.sharepoint.com M3434344.sharepoint.com

Show Everyone Except External Users Claim

Show All Users Claim

Notify Owners When Items Reshared

Sharing Blocked Domain List

Default Link Permission None
Sharing Domain Restriction Mode Allow List
Require Accepting Account Match Invited Account |:|
Show Everyone Claim |:|
Require Anonymous Links Expire In Days 20

File Anonymous Link Type Edit

Show People Picker Suggestions For Guest Users

|

Prevent External Users From Resharing

|

Default Sharing Link Type

Anonymous Access
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4.7 STORAGE ENTITIES

Site Url Description Comment
https://M365x233468- .
admin.sharepoint.com MyKey1 MyValue Tenant My Description My Comment
https://M365x233468- My My
admin.sharepoint.com MyKey2 Myvalue2 Tenant Description2 Comment2
https://M365x233468- tenant tenant scoped1

- - Tenant
admin.sharepoint.com scopedl val

4.8 TENANT CDN POLICIES

CDN Type Exclude Restricted Site Classifications

Include File Extensions

Public

Private

4.9 TENANT SETTINGS

Office Client ADAL Disabled El
Min Compatibility Level 15
Use Persistent Cookies For Explorer View El
Max Compatibility Level 15
Require Accepting Account Match Invited Account |:|
Owner Anonymous Notification E|
Use Find People In People Picker El
Public Cdn Enabled ]
User Voice For Feedback Enabled @
Sign In Acceleration Domain

Hide Default Themes El
File Picker External Image Search Enabled E|
Search Resolve Exact Email Or UPN El
Public Cdn Allowed File Types CSS,EQT,GIF,ICO,JPEG,JPG,IS,MAP,PNG,SVG,TTF, WOFF
Notifications In SharePoint Enabled @
Apply App Enforced Restrictions To Ad Hoc Recipients E|
Legacy Auth Protocols Enabled @

4.10 COMPANY THEMES

Name Is Inverted

Easter Bunny

H

Mega theme

|
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Theme Name Property Value
Easter Bunny neutralQuaternaryAlt #dadada
Easter Bunny themelLighterAlt #fffded
Easter Bunny themeSecondary #ffdeOb
Easter Bunny themePrimary #ffdd00
Easter Bunny bodyText #000000
Easter Bunny disabledBackground #fafafa
Easter Bunny themeDarker #8c7a00
Easter Bunny themeDark #a38d00
Easter Bunny themelLight #fff090
Easter Bunny neutralLighter #tafafa
Easter Bunny neutralLighterAlt #f8f8f8
Easter Bunny themelLighter #fffod1
Easter Bunny themeDarkAlt #e6c700
Easter Bunny themeTertiary #ffe53f
Easter Bunny primaryText #000000
Easter Bunny bodyBackground HFFFFFf
Easter Bunny neutralSecondary #373737
Easter Bunny neutralQuaternary #d0d0d0
Easter Bunny neutralLight teaeaea
Easter Bunny disabledText #c8c8c8
Easter Bunny neutralPrimaryAlt #2f2f2f
Easter Bunny white HIFFFf
Easter Bunny neutralDark #151515
Easter Bunny primaryBackground HIFFFf
Easter Bunny neutralPrimary #000000
Easter Bunny neutralTertiaryAlt #c8c8c8
Easter Bunny neutralTertiary #595959
Easter Bunny black #0bOb0b
Mega theme neutralQuaternaryAlt #aadada
Mega theme themelLighterAlt #fffded
Mega theme themeSecondary #ffdeOb
Mega theme themePrimary #ffddo1
Mega theme bodyText #000000
Mega theme disabledBackground #fafaf4
Mega theme themeDarker #8c7a00
Mega theme themeDark #a38d00
Mega theme themelLight #fff090
Mega theme neutralLighter #f4faf7
Mega theme neutralLighterAlt #f718f8
Mega theme themelLighter #fff9d2
Mega theme themeDarkAlt #e6¢c700
Mega theme themeTertiary #ffe54f
Mega theme primaryText #000000
Mega theme bodyBackground HFFFFf
Mega theme neutralSecondary #373737
Mega theme neutralQuaternary #d0d0do
Mega theme neutralLight #eaeaea
Mega theme disabledText #c8c8c8
Mega theme neutralPrimaryAlt #2f2f2f
Mega theme white HFFFFf
Mega theme neutralDark #151515
Mega theme primaryBackground HEFFFFf
Mega theme neutralPrimary #000000
Mega theme neutralTertiaryAlt #c8c8c8
Mega theme neutralTertiary #595959
Mega theme black #0b0Ob0b
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5 TEAMS

5.1 TEAMS

Sales and Marketing Mark 8 Project Team

Description  Sales and Marketing Mark 8 Project Team

Group ID

Mail Nick Name SalesAndMarketing Mark8ProjectTeam

Owner admin@M365x233468.onmicrosoft.com admin@M365x233468.onmicrosoft.com
MeganB@M365x233468.onmicrosoft.com  MeganB@M365x233468.onmicrosoft.com

Visibility Public Public

Allow Add Remove Apps

Allow Giphy

El=

ElE

Giphy Content Rating

Moderate

Moderate

Allow Stickers And Memes

Allow Custom Memes

Allow User Edit Messages

Allow User Delete Messages

Allow Owner Delete Messages

Allow Delete Channels

Allow Create Update Remove
Connectors

Allow Create Update Remove Tabs

Allow Team Mentions

Allow Channel Mentions

Allow Guest Create Update
Channels

Allow Guest Delete Channels

Allow Create Update Channels

EO O BFEE] E FRERERE

B0 O EEE] ElREEREEIE

. Retail

Digital Initiative Public Relations

Description ' Retail Digital Initiative Public Relations
Group ID
Mail Nick Name Retail DigitallnitiativePublicRelations
admin@M365x233468.onmicrosoft.com
Owner admin@M365x233468.onmicr.osoft.com Megan@;@M365x233468.0nmicrosoft.com
MeganB@M365x233468.onmicrosoft.com . o < & M365x233468.onmicrosoft.com
Visibility Public Public

Allow Add Remove Apps

Allow Giphy

El&

E=

Giphy Content Rating

Moderate

Moderate

Allow Stickers And Memes

Allow Custom Memes

Allow User Edit Messages

Allow User Delete Messages

Allow Owner Delete Messages

Allow Delete Channels

Allow Create Update Remove
Connectors

Allow Create Update Remove Tabs

Allow Team Mentions

Allow Channel Mentions

RIEIE) B ©EREEE]

FEE E [FEEREERIE
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Retail Digital Initiative Public Relations

Allow Guest Create Update

Channels D |:|
Allow Guest Delete Channels |:| |:|
Allow Create Update Channels @ E|

Project Falcon Project Phoenix

Description Top Secret The Dark Phoenix Rises

Group ID

Mail Nick Name projectfalcon darkphoenix

Owner DebraB@M365x233468.onmicrosoft.com  ChristieC@M365x233468.onmicrosoft.com

AlexW@M365x233468.onmicrosoft.com PradeepG@M365x233468.onmicrosoft.com
Visibility Private Private
Allow Add Remove Apps

Allow Giphy
Giphy Content Rating
Allow Stickers And Memes

El=
El=

<
o
1%
o
=
Q
—
@
<
o
Q
o
=
Q
—
@

Allow Custom Memes

Allow User Edit Messages

Allow User Delete Messages

Allow Owner Delete Messages

Allow Delete Channels

Allow Create Update Remove
Connectors

Allow Create Update Remove Tabs

Allow Team Mentions

Allow Channel Mentions

Allow Guest Create Update
Channels

Allow Guest Delete Channels

EO| O RER] E REFREERE
B0 O [©EE] El QEREEE

Allow Create Update Channels

|5.1.1 CHANNELS

Team Name Display Name Description

Sales and Marketing General

Sales and Marketing Monthly Reports

Mark 8 Project Team General Welcome to the team that we've assembled to create the Mark

8.

Research and

Mark 8 Project Team
Development

Channel for Research and Development!

Mark 8 Project Team Design Discuss design projects.
Mark 8 Project Team Digital Assets Web Discuss digital assets.
Mark 8 Project Team Go to Market Plan Our go-to-market plan!
Retail General

Retail NC460 Sales

Digital Initiative Public

Relations General

Project Falcon General Top Secret

Project Phoenix General The Dark Phoenix Rises
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5.2 USERS
Team Name _Role _ User
Project Falcon Owner DebraB@M365x233468.onmicrosoft.com
Project Falcon Owner AlexW @M365x233468.onmicrosoft.com
Project Phoenix Owner ChristieC@M365x233468.onmicrosoft.com
Project Phoenix Owner PradeepG@M365x233468.onmicrosoft.com
Mark 8 Project Team Owner admin@M365x233468.onmicrosoft.com
Mark 8 Project Team Owner MeganB@M365x233468.onmicrosoft.com
Mark 8 Project Team Member JoniS@M365x233468.onmicrosoft.com
Mark 8 Project Team Member ChristieC@M365x233468.onmicrosoft.com
Mark 8 Project Team Member DebraB@M365x233468.onmicrosoft.com
Mark 8 Project Team Member PattiF@M365x233468.onmicrosoft.com
Mark 8 Project Team Member PradeepG@M365x233468.onmicrosoft.com
Mark 8 Project Team Member AlexW@M365x233468.onmicrosoft.com
Mark 8 Project Team Member NestorW@M365x233468.onmicrosoft.com
Mark 8 Project Team Member Johannal@M365x233468.onmicrosoft.com
Mark 8 Project Team Member IsaiahL@M365x233468.onmicrosoft.com
Mark 8 Project Team Member LeeG@M365%x233468.onmicrosoft.com
Mark 8 Project Team Member IrvinS@M365x233468.onmicrosoft.com
Mark 8 Project Team Member AdeleV@M365x233468.onmicrosoft.com
Mark 8 Project Team Member GradyA@M365x233468.onmicrosoft.com
Mark 8 Project Team Member LynneR@M365x233468.onmicrosoft.com
Mark 8 Project Team Member LidiaH@M365x233468.onmicrosoft.com
Mark 8 Project Team Member MiriamG@M365x233468.onmicrosoft.com
Mark 8 Project Team Member DiegoS@M365x233468.onmicrosoft.com
Retail Owner admin@M365x233468.onmicrosoft.com
Retail Owner MeganB@M365x233468.onmicrosoft.com
Retail Member JoniS@M365x233468.onmicrosoft.com
Retail Member ChristieC@M365x233468.onmicrosoft.com
Retail Member DebraB@M365x233468.onmicrosoft.com
Retail Member PattiF@M365x233468.onmicrosoft.com
Retail Member PradeepG@M365x233468.onmicrosoft.com
Retail Member AlexW@M365x233468.onmicrosoft.com
Retail Member NestorW@M365x233468.onmicrosoft.com
Retail Member Johannal@M365x233468.onmicrosoft.com
Retail Member IsaiahL@M365%x233468.onmicrosoft.com
Retail Member LeeG@M365%x233468.onmicrosoft.com
Retail Member IrvinS@M365x233468.onmicrosoft.com
Retail Member AdeleV@M365x233468.onmicrosoft.com
Retail Member GradyA@M365x233468.onmicrosoft.com
Retail Member LynneR@M365x233468.onmicrosoft.com
Retail Member LidiaH@M365x233468.onmicrosoft.com
Retail Member MiriamG@M365x233468.onmicrosoft.com
Retail Member DiegoS@M365x233468.onmicrosoft.com
Sales and Marketing Owner admin@M365x233468.onmicrosoft.com
Sales and Marketing Owner MeganB@M365x233468.onmicrosoft.com
Sales and Marketing Member AllanD @M365x233468.onmicrosoft.com
Sales and Marketing Member JoniS@M365x233468.onmicrosoft.com
Sales and Marketing Member ChristieC@M365x233468.onmicrosoft.com
Sales and Marketing Member DebraB@M365x233468.onmicrosoft.com
Sales and Marketing Member PattiF@M365x233468.onmicrosoft.com
Sales and Marketing Member PradeepG@M365x233468.onmicrosoft.com
Sales and Marketing Member AlexW@M365x233468.onmicrosoft.com
Sales and Marketing Member NestorW@M365x233468.onmicrosoft.com
Sales and Marketing Member Johannal@M365x233468.onmicrosoft.com
Sales and Marketing Member IsaiahL@M365%x233468.onmicrosoft.com
Sales and Marketing Member LeeG@M365x233468.onmicrosoft.com
Sales and Marketing Member IrvinS@M365x233468.onmicrosoft.com
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Team Name Role User

Sales and Marketing Member AdeleV@M365x233468.onmicrosoft.com
Sales and Marketing Member GradyA@M365x233468.onmicrosoft.com
Sales and Marketing Member LynneR@M365x233468.onmicrosoft.com
Sales and Marketing Member LidiaH@M365x233468.onmicrosoft.com
Sales and Marketing Member MiriamG@M365x233468.onmicrosoft.com
Sales and Marketing Member DiegoS@M365x233468.onmicrosoft.com
Digital Initiative Public Relations Owner admin@M365x233468.onmicrosoft.com
Digital Initiative Public Relations Owner MeganB@M365x233468.onmicrosoft.com
Digital Initiative Public Relations Owner MiriamG@M365x233468.onmicrosoft.com
Digital Initiative Public Relations Member AllanD @M365x233468.onmicrosoft.com
Digital Initiative Public Relations Member JoniS@M365x233468.onmicrosoft.com
Digital Initiative Public Relations Member ChristieC@M365x233468.onmicrosoft.com
Digital Initiative Public Relations Member DebraB@M365x233468.onmicrosoft.com
Digital Initiative Public Relations Member PattiF@M365x233468.onmicrosoft.com
Digital Initiative Public Relations Member PradeepG@M365x233468.onmicrosoft.com
Digital Initiative Public Relations Member AlexW@M365x233468.onmicrosoft.com
Digital Initiative Public Relations Member NestorW@M365x233468.onmicrosoft.com
Digital Initiative Public Relations Member Johannal@M365x233468.onmicrosoft.com
Digital Initiative Public Relations Member IsaiahL@M365x233468.onmicrosoft.com
Digital Initiative Public Relations Member LeeG@M365%x233468.onmicrosoft.com
Digital Initiative Public Relations Member IrvinS@M365x233468.onmicrosoft.com
Digital Initiative Public Relations Member AdeleV@M365x233468.onmicrosoft.com
Digital Initiative Public Relations Member GradyA@M365x233468.onmicrosoft.com
Digital Initiative Public Relations Member LynneR@M365x233468.onmicrosoft.com
Digital Initiative Public Relations Member LidiaH@M365x233468.onmicrosoft.com
Digital Initiative Public Relations Member DiegoS@M365x233468.onmicrosoft.com

5.3 TEAMS SETTINGS

<
=
c
o

| settingName __________________wvale |

Allow Scoped People Search and Access

O

Content Pin

=

equired Outside Schedule Meeting

Allow Skype Business Interop

[

Resource Account Content Access

P4

o Access

Allow Email Into Channel

Allow Share File

Allow Drop Box

Allow Guest User

Allow Resource Account Send Message

Allow Google Drive

Allow Box

Allow Organization Tab

ROREIDOERIE
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5.4 TEAMS UPGRADE

Setting Name Value
SfB Meeting Join Ux Native Limited Client
Download Teams E]

5.5 CALLING POLICIES

AllowCalling

e
&

Allow Calling

Allow Private Calling

Allow Voicemail

C

ser Override

=

ser Override

Allow Call Groups

Allow Delegation

Allow Call Forwarding To User

Allow Call Forwarding To Phone

EIRIENE
LEIRIENE

Prevent Toll Bypass
Busy On Busy Enabled Type

o

isabled

o

isabled

DisallowCalling AllowCallingPreventTollBypass

Allow Calling @ @
Allow Private Calling |:| E
Allow Voicemail Always Disabled User Override

Allow Call Groups

Allow Delegation

Allow Call Forwarding To User

Allow Call Forwarding To Phone

Prevent Toll Bypass

OOO00
HEEIEIENE]

Busy On Busy Enabled Type

=)
wv
Q
o
)
o
=)
wv
[
o
)
o

AllowCallingPreventForwardingtoPhone

Allow Calling @
]

Allow Private Calling

£,

Allow Voicemail User Override
Allow Call Groups E
Allow Delegation @
Allow Call Forwarding To User @
Allow Call Forwarding To Phone |:|
Prevent Toll Bypass |:|

Busy On Busy Enabled Type Disabled
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5.6 CHANNELS POLICIES

Name Description  Allow Org Wide Team Creation  Allow Private Team Discovery  Allow Private Channel Creation

Global = [ i

Default (V] [ (v

5.7 MESSAGING POLICIES

<18
o
£
-+

Allow Giphy

Allow Memes

Allow Owner Delete Message

Allow Stickers

Allow Url Previews
Allow User Chat
Allow User Delete Message

Allow User Translation

Allow Immersive Reader

Allow Remove User

FEEEEEEECEE
JEECOEEEECEE

Allow Priority Messages

Description

Giphy Rating Type MODERATE MODERATE

Read Receipts Enabled Type User Preference User Preference
Channels In Chat List Enabled Type Disabled User Override Disabled User Override
Audio Message Enabled Type Chats And Channels Chats And Channels
Tenant

EduFaculty EduStudent

Allow Giphy

Allow Memes

Allow Owner Delete Message

Allow Stickers

Allow Url Previews
Allow User Chat

Allow User Delete Message

Allow User Translation

Allow Immersive Reader

Allow Remove User

JERIEIDERIEERIEE
BlREDEREROEO

Allow Priority Messages

Description

Giphy Rating Type STRICT STRICT

Read Receipts Enabled Type User Preference User Preference
Channels In Chat List Enabled Type Disabled User Override Disabled User Override
Audio Message Enabled Type Chats And Channels Chats And Channels
Tenant
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5.8 MEETING SETTINGS

Setting Name Value

Enable Qo S @
Logo URL

Client Video Port Range 20
Client Video Port 50020
Client App Sharing Port Range 20
Help URL

Custom Footer Text

Client Media Port Range Enabled E|
Client Audio Port 50000
Client App Sharing Port 50040
Client Audio Port Range 20
Legal URL

Disable Anonymous Join |:|

5.9 MEETING POLICIES

Global AllOn

Do not assign. This policy is same as global defaults and would be

Description
P deprecated

Allow Channel Meeting Scheduling

Allow Meet Now
Allow IP Video
Allow Anonymous Users To Start Meeting

Allow Private Meeting Scheduling
Auto Admitted Users

Allow Cloud Recording

Allow Outlook Add In

Allow Power Point Sharing

QOO0
RIOEIENE

m
<
o
m
o

ryone veryone In Company

Allow Participant Give Request Control

Allow External Participant Give Request
Control

Allow Shared Notes
Allow Whiteboard

Allow Transcription

LEIEN D ElEIEE]

gHEIE O BIREE

Media Bit Rate Kb 50000
Screen Sharing Mode Entire Entire Screen
Screen

RestrictedAnonymousAccess AllOff

. Do not assign. This policy is same as global defaults and would
Description
be deprecated

Allow Channel Meeting Scheduling E| |:|
Allow Meet Now [\] |:|
Allow IP Video E |:|
Allow Anonymous Users To Start

Meeting D D
Allow Private Meeting Scheduling @ |:|
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RestrictedAnonymousAccess AllOff

Everyone In
Auto Admitted Users Everyone In Company i

o
o
3

o
19
=}

<

Allow Cloud Recording D
Allow Outlook Add In

Allow Power Point Sharing
Allow Participant Give Request

L
5]
Control D
CJ
4
i

Allow External Participant Give
Request Control

Allow Shared Notes
Allow Whiteboard

)

Allow Transcription |:|
Media Bit Rate Kb 50000 50000
Screen Sharing Mode Entire Screen Disabled

RestrictedAnonymousNoRecording Default

Do not assign. This policy is similar to global defaults and would be

Description
L deprecated

Allow Channel Meeting Scheduling

Allow Meet Now
Allow IP Video

Allow Anonymous Users To Start
Meeting

Allow Private Meeting Scheduling
Auto Admitted Users

Allow Cloud Recording

Allow Outlook Add In

Allow Power Point Sharing

[ O ©EIE]
[ O ©IEE]

Vv

m
<
o
=
<
o
=
(0]
=
o
o
3
xel
Q
=]
~<
m
I

ryone

Allow Participant Give Request Control

Allow External Participant Give
Request Control

Allow Shared Notes
Allow Whiteboard
Allow Transcription

HEE O E=IED
HEIE O EEIEE

Media Bit Rate Kb 50000 50000
Screen Sharing Mode Entire Screen Entire
Screen

Description

Allow Channel Meeting Scheduling
Allow Meet Now
Allow IP Video

Allow Anonymous Users To Start Meeting

Allow Private Meeting Scheduling
Auto Admitted Users

Allow Cloud Recording

Allow Outlook Add In

Allow Power Point Sharing

LOEIEID

m
o

veryone In Company

Allow Participant Give Request Control

Allow External Participant Give Request Control
Allow Shared Notes
Allow Whiteboard

REIDEROO

Generated by SysKit Trace on 1/20/2020 10:01 AM Page 18/40



Allow Transcription D
Media Bit Rate Kb 50000
Screen Sharing Mode Entire Screen

5.10 LIVE EVENTS SETTINGS

Setting Name Value

Sdn License Id

Support URL https://support.office.com/home/contact
Allow Sdn Provider For Broadcast Meeting |:|
Sdn Provider Name

Sdn Api Template Url

6 ONEDRIVE

6.1 SETTINGS

Setting Name Value

Domain Guids

ODB Access Requests Unspecified
Orphaned Personal Sites Retention Period 30

Disable Report Problem Dialog |:|

Notify Owners When Invitations Accepted @

One Drive For Guests Enabled |:|

ODB Members Can Share Unspecified
Notifications In One Drive For Business Enabled @
Excluded File Extensions

Block Mac Sync |:|

One Drive Storage Quota 1048576
Groove Block Option Soft Opt In

7 EXCHANGE ONLINE

7.1 ACCEPTED DOMAINS

Name Domain Type Match Sub Domains Outbound Only
testlenv.bedek.io Authoritative |:| |:|
M365x233468.onmicrosoft.com Authoritative |:| |:|
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7.2 ANTI PHISH POLICIES

Office365 AntiPhish Default Policy2

Admin Display Name pol2

Phish Threshold Level 1 1
Authentication Fail Action Move To Jmf Move To Jmf
Targeted Domain Protection Action No Action No Action
Targeted User Protection Action No Action No Action

Enabled
Enable Antispoof Enforcement

Enable Authentication Safety Tip

Enable Authentication Soft Pass Safety Tip

Enable Mailbox Intelligence

Enable Organization Domains Protection

Enable Similar Domains Safety Tips

Enable Similar Users Safety Tips

Enable Targeted Domains Protection

Enable Targeted User Protection

Enable Unusual Characters Safety Tips
Make Default
Treat Soft Pass As Authenticated

AOOO0OO0ORO0OER
ROOO0OO0OOROOER

Excluded Domains

Excluded Senders

Targeted Domain Action Recipients

Targeted Domains To Protect

Targeted User Action Recipients

Targeted Users To Protect

. TestAntiPhish policy

Admin Display Name est policy
Phish Threshold Level 3
Authentication Fail Action Move To Jmf
Targeted Domain Protection Action No Action
Targeted User Protection Action No Action
Enabled

Enable Antispoof Enforcement

Enable Authentication Safety Tip

Enable Authentication Soft Pass Safety Tip

Enable Mailbox Intelligence

Enable Organization Domains Protection

Enable Similar Domains Safety Tips

Enable Similar Users Safety Tips

Enable Targeted Domains Protection

Enable Targeted User Protection

Enable Unusual Characters Safety Tips
Make Default
Treat Soft Pass As Authenticated

ROOEROOEROOER

contoso.com

Excluded Domains
contoso2.com
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Excluded Senders

TestAntiPhish policy

adams@m365x233468.onmicrosoft.com
admin@m365x233468.onmicrosoft.com

Targeted Domain Action Recipients

Targeted Domains To Protect

test1234.test
test34343.ts

Targeted User Action Recipients

Targeted Users To Protect

2 users;adelev@m365x233468.onmicrosoft.com
two more users;alexw @m365x233468.onmicrosoft.com

|7.2.1 ANTI PHISH RULES

TestAntiPhish policy Policy2
Enabled (] [+
Priority 0 1
Comments
Except If Recipient Domain Is bedek.io

Except If Sent To

admin@M365x233468.0nMicrosoft.com

Except If Sent To Member Of

Recipient Domain Is

testlenv.bedek.io
M365x233468.onmicrosoft.com

Sent To

MeganB@M365x233468.0nMicrosoft.com
NestorW@M365x233468.0nMicrosoft.com

AdeleV@M365x233468.0nMicrosoft.com
AllanD@M365x233468.0nMicrosoft.com

Sent To Member Of
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7.3 CLIENT ACCESS RULES

AllowRemotePS Block ActiveSync

Action Allow Access Deny Access
Any Of Authentication Types

Any Of Client IP Addresses Or Ranges
Any Of Protocols RemotePowerShell ExchangeActiveSync

Enabled [Z| [2|

Except Any Of Authentication Types
Except Any Of Client IP Addresses Or Ranges 192.168.10.0/24
Except Any Of Protocols

Except Username Matches Any Of Patterns
Priority 1 2
Rule Scope

User Recipient Filter

Username Matches Any Of Patterns

7.4 HOSTED OUTBOUND SPAM FILTER POLICIES

Setting Name Value

Admin Display Name

Bcc Suspicious Outbound Additional Recipients vinko.bedek@syskit.com userl@contoso.com
Notify Outbound Spam Recipients vinko.bedek@syskit.com

Notify Outbound Spam E|

Bcc Suspicious Outbound Mail @

7.5 MAILBOX SETTINGS

Display Name Time Zone Locale
AdeleV Pacific Standard Time en-US
AlexW Pacific Standard Time en-US
AllanD Pacific Standard Time en-US
Brian Johnson (TAILSPIN)

ChristieC Pacific Standard Time en-US

Conf Room Adams

Conf Room Baker

Conf Room Crystal

Conf Room Hood

Conf Room Rainier

Conf Room Stevens

DebraB Pacific Standard Time en-US
DiegoS Pacific Standard Time en-US
DiscoverySearchMailbox{D919BA05-46A6-415f-80AD-7E09334BB852}

GradyA Pacific Standard Time en-US
IrvinS Pacific Standard Time en-US
IsaiahL Pacific Standard Time en-US
JoniS Pacific Standard Time en-US
LeeG Pacific Standard Time en-US
LynneR Pacific Standard Time en-US
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7.6 MAILTIPS

Organization Mail Tips All  Mail Tips Mail Tips Large
Tips Group Metrics Audience

Enabled Enabled Threshold

Mail Tips
Mailbox
Sourced Tips
Enabled

Mail Tips External
Recipients Tips
Enabled

M365x233468.onmicrosoft.com @ @ 25

4

7.7 SAFE ATTACHMENT POLICIES

Attachment policy 1

Attachment policy 2

Action Replace Allow

Action On Error @ @

Admin Display Name desc za attach policy 2 description of the attachment policy
Enable E| E|

Redirect El [Z|

Redirect Address test@m365x233468.onmicrosoft.com test@M365x233468.onmicrosoft.com

7.8 SAFE LINKS POLICIES

safe links policy 1
Admin Display Name

Safe links policy 2

Do Not Allow Click Through

Do Not Rewrite Urls

Do Not Track User Clicks

Enable For Internal Senders

Is Enabled

Scan Urls

7.9 ORGANIZATION CONFIG

Setting Name
Connectors Enabled For Yammer

<

alue

Public Folder Show Client Control

Mail Tips Group Metrics Enabled

Read Tracking Enabled

Exchange Notification Enabled

EIOEIDIE

Default Public Folder Deleted Item Retention

w

0.00:00:00

Mail Tips External Recipients Tips Enabled

Focused Inbox On

O Auth 2 Client Profile Enabled

Elc Processing Disabled

Activity Based Authentication Timeout Enabled

Smtp Actionable Messages Enabled

Connectors Enabled For Teams

ElQEIDEIDE
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Setting Name Value

Mail Tips All Tips Enabled

]

Remote Public Folder Mailboxes

Default Public Folder Moved Item Retention

7.00:00:00

Ews Allow Entourage

|

Default Public Folder Prohibit Post Quota

2 GB (2,147,483,648 bytes)

Exchange Notification Recipients

Direct Reports Group Auto Creation Enabled

Link Preview Enabled

Outlook Pay Enabled

Outlook Mobile GCC Restrictions Enabled

Web Push Notifications Disabled

Connectors Enabled For Outlook

Default Authentication Policy

Audit Disabled

Mail Tips Mailbox Sourced Tips Enabled

Ews Enabled

Lean Popout Enabled

Distribution Group Name Blocked Words List

Async Send Enabled

Connectors Enabled For Sharepoint

Activity Based Authentication Timeout With Single Sign On Enabled

LEE DOERO EOOEEC

Hierarchical Address Book Root

Web Suggested Replies Disabled

0

Default Public Folder Age Limit

Visible Meeting Update Properties

Location,AllProperties:15

Mail Tips Large Audience Threshold

25

Default Group Access Type

Private

Bookings Payments Enabled

Distribution Group Naming Policy

Public Computers Detection Enabled

Bookings Social Sharing Restricted

Distribution Group Default OU

Connectors Actionable Messages Enabled

Public Folders Enabled

Bookings Enabled

End User DL Upgrade Flows Disabled

Apps For Office Enabled

Ews Allow Outlook

Auto Expanding Archive

Ews Allow Mac Outlook

LHoEOEg E OH ©

IP List Blocked

Activity Based Authentication Timeout Interval

o
<)
=)
2
<)
<]

Connectors Enabled

(g

Site Mailbox Creation URL

Default Public Folder Max Item Size

Unlimited

Byte Encoder Type For 7 Bit Charsets

0

Default Public Folder Issue Warning Quota

1.7 GB (1,825,361,920 bytes)
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7.10 ADVANCED THREAT PROTECTION POLICY

TrackClicks |:|
EnableATPForSPOTeamsODB |:|
BlockUrls docs.microsoft.com www.microsoft.com
EnableSafeLinksForClients |:|
AllowClickThrough |:|

7.11 CAS MAILBOX PLANS

Name Active Sync Imap Owa Mailbox Policy Pop
Enabled Enabled Enabled

ExchangeOnlineEnterprise-6b95b798-1d85-4c1d- OwaMailboxPolicy-
2229-5584c7b6e172 E‘ E‘ Default E‘
ExchangeOnlineDeskless-9clelf3a-7af8-4362-99a4- OwaMailboxPolicy-

218901d8404e E‘ D Default E‘
ExchangeOnline-62dc1db2-1b36-4421-93a7- OwaMailboxPolicy-

239b8c24ae9c E‘ E‘ Default E‘
ExchangeOnlineEssentials-fef91946-2f1b-4747-9568- OwaMailboxPolicy-

53afb28d01e8 E‘ E‘ Default E‘

7.12 DKIM SIGNING CONFIG

Admin Display Body Header Enabled

Name Canonicalization Canonicalization
M365x233468.onmicrosoft.com Relaxed Relaxed 1024 @
bedek.io Relaxed Relaxed 1024 |:|
testlenv.bedek.io Relaxed Relaxed 1024 |:|

7.13 HOSTED CONNECTION FILTER POLICY

MakeDefault Admin Display Name Enable Safe List IP Allow List IP Block List
192.168.1.3 192.168.1.4
Default O test123 O 192.168.1.1 192.168.1.2
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7.14 ANTI SPAM SETTINGS

Spam filter2 Default
MakeDefault El D

Add X Header Value

Admin Display Name test23434

m33333.sharepoint.dom

m33332.sharepoint.com

userl@contoso.com

user2 @contoso.com

fabrikam.com

fabrikam2.com

userl@contoso.com

user2 @contoso.com

Bulk Spam Action Move To Jmf Move To Jmf
Bulk Threshold
Download Link

Allowed Sender Domains

Allowed Senders

Blocked Sender Domains

Blocked Senders

Enable End User Spam Notifications

Enable Language Block List

RO
I

Enable Region Block List

End User Spam Notification Custom From Address

End User Spam Notification Custom From Name

End User Spam Notification Custom Subject

End User Spam Notification Frequency 3 3
End User Spam Notification Language Default Default
High Confidence Spam Action Move To Jmf Move To Jmf
Increase Score With Biz Or Info Urls Off Off
Increase Score With Image Links Off Off
Increase Score With Numeric Ips Off Off
Increase Score With Redirect To Other Port On Off
Inline Safety Tips Enabled D D
. BG

Language Block List AZ
Mark As Spam Bulk Mail On On
Mark As Spam Embed Tags In Html Off Off
Mark As Spam Empty Messages Off Off
Mark As Spam Form Tags In Html Off Off
Mark As Spam Frames In Html Off Off
Mark As Spam From Address Auth Fail Off Off
Mark As Spam Java Script In Html Off Off
Mark As Spam Ndr Backscatter Off Off
Mark As Spam Object Tags In Html Off Off
Mark As Spam Sensitive Word List On Off
Mark As Spam Spf Record Hard Fail Off Off
Mark As Spam Web Bugs In Html Off Off
Modify Subject Value
Phish Spam Action Move To Jmf Move To Jmf
Quarantine Retention Period 15 15
Redirect To Recipients

. . AT
Region Block List AO
Spam Action Move To Jmf Move To Jmf
Test Mode Action None None

Test Mode Bcc To Recipients

Zap Enabled D D
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Spam Filter 1

MakeDefault

|

Add X Header Value

123

Admin Display Name

test

Allowed Sender Domains

Allowed Senders

Blocked Sender Domains

Blocked Senders

Bulk Spam Action

Modify Subject

Bulk Threshold

Download Link

Enable End User Spam Notifications

Enable Language Block List

Enable Region Block List

) I O

End User Spam Notification Custom From Address

End User Spam Notification Custom From Name

End User Spam Notification Custom Subject

End User Spam Notification Frequency 3

End User Spam Notification Language Default

High Confidence Spam Action Modify Subject
Increase Score With Biz Or Info Urls Off

Increase Score With Image Links Off

Increase Score With Numeric Ips Off

Increase Score With Redirect To Other Port Off

Inline Safety Tips Enabled D

Language Block List

Mark As Spam Bulk Mail On

Mark As Spam Embed Tags In Html Off

Mark As Spam Empty Messages Off

Mark As Spam Form Tags In Html Off

Mark As Spam Frames In Html Off

Mark As Spam From Address Auth Fail Off

Mark As Spam Java Script In Html Off

Mark As Spam Ndr Backscatter Off

Mark As Spam Object Tags In Html Off

Mark As Spam Sensitive Word List Off

Mark As Spam Spf Record Hard Fail Off

Mark As Spam Web Bugs In Html Off

Modify Subject Value test234

Phish Spam Action Modify Subject
Quarantine Retention Period 15

Redirect To Recipients

Region Block List

Spam Action Add X Header
Test Mode Action None

Test Mode Bcc To Recipients

Zap Enabled

]

|7.14.1 ANTI SPAM POLICIES

Spam Filter 1 Spam filter2

Enabled (v (v

Priority 0 1

Comments

Except If Recipient Domain Is M365x233468.onmicrosoft.com
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Except If Sent To ChristieC@M365x233468.0nMicrosoft.com

Spam Filter 1 Spam filter2

Except If Sent To Member Of

Recipient Domain Is

Sent To

BrianJ@M365x233468.onmicrosoft.com
AllanD@M365x233468.0nMicrosoft.com AlexW@M365x233468.0nMicrosoft.com
ChristieC@M365x233468.0nMicrosoft.com

Sent To Member Of

8 SECURITY AND COMPLIANCE

8.1 COMPLIANCE CASES

Name Description NETH

This is a second case test124 Active

This is the first case testl Active

|8.1.1 CASE HOLD POLICY

Test Hold 1/Test case 1 Test hold 2/Test case 1

Comment Test Hold 1 description Test hold 2 description

Enabled E E
GradyA@M365x233468.0nMicrosoft.com

Exchange JoniS@M365x233468.0nMicrosoft.com

Location AdeleV@M365x233468.0nMicrosoft.com
admin@M365x233468.0nMicrosoft.com

Public

Folder All All

Location

ere <a>https://m365x233468.sharepoint.com/sites/ContosoWeb2

X | https://m365x233468.sharepoint.com/sites/ContosoWeb2
Location </a>

|8.1.2 CASE HOLD RULES

Policy Comment Content Match Query Disabled
Test Hold 1 testkey(c:c)(subjecttitle:test) |:|
Test hold 2 keyword1(c:c)(created=2019-10-26..2019-11-28) |:|
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test search test casel Test file plan label

Compliance
Case
Allow Not
Found Exchange

W
Locations D El
Enabled

Test case 1 Test case 1

search2key(c:c)(SensitiveType:"Arg

entina National Identity (DNI)

Number")

Description description test search test casel test23232
AdeleV@M365x233468.0nMicrosof

Exchange t.com

Location BrianJ@M365x233468.onmicrosoft.

com

Content Match test(c:c)(subjecttitle=dsdfddfdff)(recipients=AdeleV@M365x233468.0nMi
Query crosoft.com)

Exchange

Location

Exclusion

Hold Names All
Include User

App Content
Language iv iv
Public Folder

Location

SharePoint

Location

SharePoint

Location

Exclusion

8.1.3 COMPLIANCE SEARCH ACTION

Search Name Action File Type Enable Include Include Action Scope
Exclusions For Dedupe Credential SharePoint
Unindexed Items Document
Versions
test search Indexed
test casel Export D D D D Items Only
Test search . Indexed
test casel Retention |:| |:| |:| |:| Items Only

8.2 DATA LOSS PREVENTION

U.S. Financial Data General Data Protection

Regulation (GDPR)

Comment

Exchange Location All All
Exchange Sender

Member Of

Exchange Sender

Member Of

Exception

Mode Enable Enable

One Drive Location All

One Drive Location
Exception
Priority 0 1
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U.S. Financial Data General Data Protection

Regulation (GDPR)

<a>https://m365x233468.sharepoint.com/sites/ContosoWeb1
SharePoint Location | https://m365x233468.sharepoint.com/sites/ContosoWeb1 All
</a>

SharePoint Location

. Contoso%20Web%201
Exception

JoniS@M365x233468.0nMicrosoft.com

DebraB@M365x233468.0nMicrosoft.com Al

Teams Location

Teams Location
Exception

Australia Privacy Act

Comment

Exchange Location All
Exchange Sender Member Of

Exchange Sender Member Of Exception

Mode Test Without Notifications
One Drive Location All

One Drive Location Exception

Priority 2

SharePoint Location All

SharePoint Location Exception

Teams Location All

Teams Location Exception

8.2.1 DATA LOSS PREVENTION RULES

Australia Privacy Act/Low volume of content Australia Privacy Act/High volume of content

detected Australia Privacy Act detected Australia Privacy Act
Access Scope NotInOrganization NotInOrganization

Block Access |:| |:|

Block Access Scope

Comment

Content Property
Contains Words

Disabled ] ]
Generate Alert
Generate Incident

Report SiteAdmin
DocumentLastModifier
Detections

Incident Report Content Severity

DetectionDetails
OriginalContent

Notify Allow Override
Notify Email Custom Text
Notify Policy Tip Custom

Text
LastModifier SiteAdmin
Notify User SiteAdmin LastModifier
Owner Owner
Report Severity Level Low High

Rule Error Action
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U.S. Financial Data/Low volume of content

U.S. Financial Data/High volume of content detected

Access Scope

detected U.S. Financial
InOrganization

U.S. Financial
NotInOrganization

Block Access

¥

4

Block Access Scope

All

All

Comment

Content Property
Contains Words

Disabled

|

|

Generate Alert

Generate Incident
Report

SiteAdmin

Incident Report Content

DocumentLastModifier
Detections

Severity
DetectionDetails
OriginalContent

Notify Allow Override

WithJustification

Notify Email Custom
Text

Notify Policy Tip
Custom Text

SiteAdmin SiteAdmin
Notify User LastModifier LastModifier

Owner Owner
Report Severity Level Low High

Rule Error Action

General Data Protection Regulation

(GDPR)/High volume of EU Sensitive content

General Data Protection Regulation (GDPR)/Low
volume EU Sensitive content found

Access Scope

found
NotInOrganization

InOrganization

Block Access

[

[

Block Access Scope

Per User

All

Comment

test rule test

Content Property
Contains Words

Disabled

|

|

Generate Alert

Generate Incident

SiteAdmin SiteAdmin
Report
DocumentLastModifier
Incident Report Detec.tlons
e All Severity
DetectionDetails
OriginalContent
Notify Allow
Override
Notify Email Custom
Text
Notify Policy Tip
Custom Text
LastModifier
Notify User SiteAdmin LastModifier
Owner
Report Severity Medium Low
Level

Rule Error Action
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8.3 RETENTION

Medical Records Retention Policy Personal Financial
Pl
This retention policy is applied to content if it contains Pll identifiers

Comment .
and medical terms.

Dynamic Scope Location

Enabled @ @

Exchange Location

Exchange Location Exception

Modern Group Location

Modern Group Location
Exception

One Drive Location

One Drive Location Exception

Public Folder Location
Restrictive Retention |:| |:|
SharePoint Location

SharePoint Location Exception

Skype Location

Skype Location Exception

Teams Channel Location

Teams Channel Location
Exception

Teams Chat Location

Teams Chat Location Exception

Pll Retention Policy U.S. Financial Data Policy

This retention policy is applied to any content that contains U.S. This retention policy is applied to
Comment Individual Taxpayer Identification Number (ITIN), U.S. Social Security  content if it contains sensitive
Number, U.S./U.K. Passport Number financial data.

Dynamic Scope
Location

Enabled El [Z|

Exchange Location

Exchange Location
Exception

Modern Group
Location

Modern Group
Location Exception

One Drive Location

One Drive Location
Exception

Public Folder Location
Restrictive Retention |:| |:|

SharePoint Location

SharePoint Location
Exception

Skype Location

Skype Location
Exception
Teams Channel
Location
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U.S. Financial Data Policy

(%]
<
%
Fa
—~

Teams Channel
Location Exception

Teams Chat Location

Teams Chat Location
Exception

Employee Records Sensitivity

Comment Policy used to classify content: Sensitive, Confidential, Public

Dynamic Scope Location

Enabled @ @

Exchange Location

Exchange Location Exception

Modern Group Location

Modern Group Location Exception

One Drive Location

One Drive Location Exception

Public Folder Location

Restrictive Retention |:| |:|

SharePoint Location

SharePoint Location Exception

Skype Location

Skype Location Exception

Teams Channel Location

Teams Channel Location Exception

Teams Chat Location

Teams Chat Location Exception

| 8.3.1 RETENTION RULES

Medical Records Retention Policy

Personal Financial PIl

Comment

Expiration Date Option

Excluded Item Classes

Content Match Query

Retention Compliance Action Keep

Keep And Delete

Retention Duration

Retention Duration Display Hint Days

Days

Pll Retention Policy

Employee Records

Comment

Expiration Date Option

Excluded Item Classes

Content Match Query

Retention Compliance Action Keep Keep

Retention Duration

Retention Duration Display Hint Days Days
Sensitivity Sensitivity

Comment
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Sensitivity Sensitivity

Expiration Date Option

Excluded Item Classes

Content Match Query

Retention Compliance Action Keep Keep And Delete
Retention Duration
Retention Duration Display Hint Days Days

8.4 SUPERVISION POLICIES

Name Comment Reviewers

Suseristen palieyd Susereiistsn palieys AIIanD@M365x233468.onm.icrosoft.com
AlexW @M365x233468.onmicrosoft.com

Infobip AdeleV@M365x233468.onmicrosoft.com

| 8.4.1 SUPERVISION RULES

Sampling  Condition

Rate

((((Direction:Inbound) OR (Direction:Outbound))) AND
(NOT(((InboundDomains:M365x233468.onmicrosoft.com)))) AND
(((OutboundDomains:M365x233445.onmicrosoft.com))) AND

10 (((Reviewee:AdeleV@M365x233468.onmicrosoft.com) OR
(Reviewee:Brian)@M365x233468.onmicrosoft.com))) AND
(NOT(((Reviewee:Falcon@M365x233468.onmicrosoft.com) OR
(Reviewee:SalesTeam @M365x233468.onmicrosoft.com)))))

Supervision
policy 1
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Sampling

Condition

Awesome
Policy

_ Rate _

100

((((Direction:Inbound) OR (Direction:Outbound))) AND (((OutboundDomains:infobit.hr))) AND

(NOT(((test233)))) AND (((Reviewee:AdeleV@M365x233468.onmicrosoft.com) OR
(Reviewee:AlexW @M365x233468.onmicrosoft.com) OR
(Reviewee:AllanD@M365x233468.onmicrosoft.com) OR
(Reviewee:Brian)@M365x233468.onmicrosoft.com) OR
(Reviewee:ChristieC@M365x233468.onmicrosoft.com) OR
(Reviewee:Adams@M365x233468.onmicrosoft.com) OR
(Reviewee:Baker@M365x233468.onmicrosoft.com) OR
(Reviewee:Crystal @M365x233468.onmicrosoft.com) OR
(Reviewee:Hood@M365x233468.onmicrosoft.com) OR
(Reviewee:Rainier@M365x233468.onmicrosoft.com) OR
(Reviewee:Stevens@M365x233468.onmicrosoft.com) OR
(Reviewee:DebraB@M365x233468.onmicrosoft.com) OR
(Reviewee:DiegoS@M365x233468.onmicrosoft.com) OR
(Reviewee:GradyA@M365x233468.onmicrosoft.com) OR
(Reviewee:lrvinS@M365x233468.onmicrosoft.com) OR
(Reviewee:lsaiahL@M365x233468.onmicrosoft.com) OR
(Reviewee:Johannal@M365x233468.onmicrosoft.com) OR
(Reviewee:JoniS@M365x233468.onmicrosoft.com) OR
(Reviewee:LeeG@M365x233468.onmicrosoft.com) OR
(Reviewee:LidiaH @M365x233468.onmicrosoft.com) OR
(Reviewee:LynneR@M365x233468.onmicrosoft.com) OR
(Reviewee:MeganB@M365x233468.onmicrosoft.com) OR
(Reviewee:MiriamG@M365x233468.onmicrosoft.com) OR
(Reviewee:admin@M365x233468.onmicrosoft.com) OR
(Reviewee:NestorW @M365x233468.onmicrosoft.com) OR
(Reviewee:PattiF@M365x233468.onmicrosoft.com) OR
(Reviewee:PradeepG@M365x233468.onmicrosoft.com) OR
(Reviewee:Employees@M365x233468.onmicrosoft.com) OR
(Reviewee:DigitallnitiativePublicRelations @M365x233468.onmicrosoft.com) OR
(Reviewee:Executives@M365x233468.onmicrosoft.com) OR
(Reviewee:FinanceTeam@M365x233468.onmicrosoft.com) OR
(Reviewee:leadership@M365x233468.onmicrosoft.com) OR
(Reviewee:LegalTeam@M365x233468.onmicrosoft.com) OR
(Reviewee:Mark8ProjectTeam @M365x233468.onmicrosoft.com) OR
Reviewee:Traders@M365x233468.onmicrosoft.com) OR
Reviewee:operations@M365x233468.onmicrosoft.com) OR
Reviewee:Paralegals@M365x233468.onmicrosoft.com) OR
Reviewee:Falcon@M365x233468.onmicrosoft.com) OR
Reviewee:Retail @M365x233468.onmicrosoft.com) OR
Reviewee:SalesTeam @M365x233468.onmicrosoft.com) OR
(Reviewee:SalesAndMarketing@M365x233468.onmicrosoft.com) OR
(Reviewee:Tailspin@M365x233468.onmicrosoft.com))) AND
(NOT(((Reviewee:AllanD @M365x233468.onmicrosoft.com) OR
(Reviewee:ChristieC@M365x233468.onmicrosoft.com) OR
(Reviewee:Brian)@M365x233468.onmicrosoft.com)))))

(
(
(
(
(
(

8.5 AUDIT CONFIGURATION POLICY

Workload

Exchange

SharePoint

Generated by SysKit Trace on 1/20/2020 10:01 AM

Page 35/40



SysKit

8.6 LABELS

| 8.6.1 RETENTION LABELS

Private Product Retired
Label users can apply to content that should stay This label is event driven. This label is applied to product
Comment . . § .
internal to Contoso. content when a product is being retired.
Event Type
Is Record
Label D D
Notes
Regulatory |:| |:|
Reviewer . .
Email Paralegals@M365x233468.0nMicrosoft.com MeganB@M365x233468.0nMicrosoft.com
Retention ¢35 3650
Duration
Retention
R Keep And Delete Keep And Delete
Action
Retention .
Type Creation Age In Days Event Age In Days

Comment Label users can apply to content that can be shared with everyone. Sensitive US Financial
Event Type

Is Record Label |:| |:|

Notes

Regulatory |:| |:|

Reviewer Email

Retention Duration 1825 1095
Retention Action Keep Keep And Delete
Retention Type Creation Age In Days Creation Age In Days

et Teafleib |
Comment admin description
Event Type
Is Record Label @ @
Notes user descrfiption

Regulatory D D

Reviewer Email

Retention Duration Unlimited 2555
Retention Action Keep Keep
Retention Type Creation Age In Days Creation Age In Days

Comment test

Event Type

Is Record Label |:| D
Notes test

Regulatory D D

Reviewer Email
Retention Duration Unlimited 2555
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Test one more

Pll Retention Policy

Retention Action Delete

Keep

Retention Type Tagged Age In Days

Creation Age In Days

Confidential Test file plan label 2

Comment under NDA.

Label users can apply to content that can be shared with partners and others  Test file plan label 2

admin desc

Event Type

Is Record Label |:|

|

Test file plan label 2 user

Notes

desc
Regulatory |:| |:|
Reviewer Email Paralegals@M365x233468.0nMicrosoft.com
Reten'tnon 2555 Unlimited
Duration
Retention Action  Keep And Delete Delete

Retention Type Creation Age In Days

Tagged Age In Days

Medical Records Retention Policy

Comment

Event Type

Is Record Label |:|

Notes

Regulatory |:|

Reviewer Email

Retention Duration 2555

Retention Action Keep

Retention Type Creation Age In Days

28.6.1.1 LABEL FILE PLAN DESCRIPTORS

Department Authority Category

Sub Category Citation Reference Id

Product Retired

Test file plan label

PIl Retention Policy

Test file plan label 2

8.6.2 SENSITIVITY LABELS

IEW Comment Color

Name

Priority  Tooltip Disabled

This is the Personal This label is for
Personal Personal |:|
label personal content
This is the Personal This is the General
General General label label |:|
Documents with this VLSS Yvas
label contain automatically labeled
Confidential ~ Confidential e . as "Contoso-Finance"
. ’ sensitive financial . : |:|
- Finance - Finance because it contains
data and are ) e .
encrypted confidential financial
it data.
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DI EW

Comment

Color ParentId

Priority

Tooltip

Disabled

Name
Documents with this
label have personally Itis recommended to
Highly Highly identifiable 3 label this file as Highly I:I
Confidential Confidential information and are Confidential because it
recommended for contains customer PII.
encryption.
Documents with this Itis recc.)m.mendef:l to
. label this file as Highly
. . label have Social . ; . .
Project - Project - Security Numbers and Highly Confidential - Project D
Falcon Falcon ¥ Confidential Falcon because it
are recommended for . .
. contains US social
encryption. .
security numbers.
New New
sensitivity sensitivity ovo je takav test label 5 test label |:|
label label
Test Test . L . .
" . ovo je description od estlksdklj ddd ovo je
sensitive sensitive 6 |:|
test label label
label label
Test Test . L
. " ovo je description . -,
sensitive sensitive L 7 ovo je sensitive label 2
sensitive label 2
label 2 label 2

8.6.2.1 LABEL LOCALE SETTINGS

Label Name Language Key _ Value
Personal default displayName  Personal
Personal default tooltip This label is for personal content
General default displayName  General
General default tooltip This is the General label
Confidential -

_on \aentia default displayName Confidential - Finance
Finance
Confidential - : This file was automatically labeled as “Contoso-Finance" because it contains

A default tooltip . L .
Finance confidential financial data.
Highly . . y .
Confidential default displayName  Highly Confidential
Highly . It is recommended to label this file as Highly Confidential because it contains

. . default tooltip
Confidential customer PII.
Project - Falcon default displayName  Project - Falcon
) . It is recommended to label this file as Highly Confidential - Project Falcon
Project - Falcon default tooltip . ) . .
because it contains US social security numbers.

I’\aluz\;vl sensitivity default displayName  New sensitivity label
New sensitivity default tooltip test label
label
Test sensitive default displayName  Test sensitive label
label
Test sensitive . . .
label default tooltip estlksdklj ddd ovo je label
Test sensitive default displayName Test sensitive label 2
label 2
Test iti

est sensitive default tooltip ovo je sensitive label 2

label 2
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8.6.3 FILE PLAN DESCRIPTORS

8.6.3.1 AUTHORITIES

new authorirty type
Business

Legal

Regulatory

18.6.3.2 CATEGORIES

categoryl root
test3434343
testlcat existence test

Accounts payable

Accounts receivable
Administration
Compliance

Contracting

Financial statements

Learning and development

Planning
Payroll
Policies and procedures

Procurement

Recruiting and hiring

Research and development

28.6.3.3 CITATIONS

Citation Url Citation

Jurisdiction
New Provision/citation test124 test

U.S. Futures

Commodity
Commodity Exchange Act https://www.cftc.gov/LawRegulation/CommodityExchangeAct/index.htm Trading

Commission

(UCFTC)

U.S. Securities and
https://www.sec.gov/answers/about-lawsshtml.html#sox2002 Exchange
Commission (SEC)
Federal Trade
Commission (FTC)

Health Insurance . . - U.S. Department of
Portability and https://aspe.hhs.gov/report/health-insurance-portability-and- Health & Human

Accountability Act of 1996 accountability-act-1996 Services (HHS)

OSHA Injury and lliness
Recordkeeping and https://www.osha.gov/recordkeeping/index.html
Reporting Requirements

Sarbanes-Oxley Act of
2002

Truth in lending Act https://www.ftc.gov/enforcement/statutes/truth-lending-act

U.S. Department of
Labor (DOL)
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8.6.3.4 DEPARTMENTS

whatt department

Finance

Human resources

Information technology

Legal

Marketing

Operations

Procurement

Products

Sales

Services

18.6.3.5 REFERENCE IDS

ref2

Referenceld2

Referenceldl

8.6.3.6 SUBCATEGORIES

Name Category

Test2 Financial statements
Testl Financial statements
SubCategoryl Contracting
SubCategoryl Contracting
SubCategoryl Contracting
SubCategoryl Contracting
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